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Foreword

As a nation, we are taking progressive strides towards becoming a knowledge-based economy. This major transformation requires that we all recognise the importance
of information security as a national priority — in line with the Qatar National Vision 2030 — so we can cultivate an environment where information, ideas and knowledge
are protected.

Qatar now proudly stands as the next host of the FIFA World Cup™. We are committed to hosting an event, an event that promises an amazing experience for visitors
and guests from all over the world. The 2022 FIFA World Cup™ Qatar™ is our chance to share the beauty of our country with the world. As such, we are planning for
our guests to experience Qatar and its advanced capabilities in a new way.

We offer new, inspiring, innovative, resilient, safe and secure digital services to all our guests — services that will make the FIFA World Cup™ in Qatar a truly
experience.

With cybersecurity and privacy at the top of the event agenda, the Supreme Committee for Delivery & Legacy issued this cyber framework to set a benchmark for all of
us to follow.

This is a national effort that | expect the government, critical sectors and businesses to adopt and implement.

After all, cybersecurity is everyone’s responsibility. Through our collective efforts in applying the best practices in this valuable document, we can acquire the
cybersecurity capabilities required to succeed as a nation and as a team.

We look forward to delivering amazing.

H.E. the Prime Minister
State of Qatar




Foreword
In this modern, interconnected and digital age, Qatar recognizes the importance of cybersecurity in delivering a secure and safe FIFA World Cup™.

As a result, the Security Committee (under the Supreme Committee for Delivery & Legacy) has progressed with the development of the Qatar 2022 Cybersecurity
Framework that you are reading now. It defines the core cyber-competencies and cyber-capabilities needed to safeguard critical national services supporting this
prestigious the tournament.

As the 2022 FIFA World Cup™ will be a digitally enabled, smart tournament, we have huge potential to take advantage of innovations such as the internet of things
(IoT), machine learning, and artificial intelligence. But doing so does pose additional challenges for security and privacy.

To address those expected challenges, the Security Committee, working closely with our partners, has developed this cybersecurity framework to fulfil our mandate and
the promise of a safe and secure event.

We have ensured that the framework is future ready and meets all the global and local standards as well as applicable laws and regulations. Therefore, we are confident
of seamless integration with existing cybersecurity programmes.

Developing the cybersecurity framework was a truly collaborative effort. The Security Committee is thankful for and proud of our partners, who contributed to this
national effort from all sectors, as well as the multinationals operating in Qatar. The cybersecurity framework truly reflects all our sincere and collective commitment to
succeed as one team.

We look forward to delivering amazing.

Colonel Al-Sulaiti
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Foreword

The use of Information and communication technologies have become vital to the everyday lifestyle. It is being used to govern societies, public services, support major
international sporting events and running everyday businesses. Accordingly, for the functioning of society, nations have also become dependent on these technologies
as they are used for running critical information infrastructures. With the ever-changing threats and risks landscape against critical information infrastructures, the
availability, integrity and confidentiality must be constantly protected.

In this versatile threat landscape and the various entities involved including supply-chain, the measures and competencies to address cyber threats can be procedural,
technological or can involve other disciplines appropriate for mitigating the risks. These competences need to come together to offer appropriate mechanisms capable of
strengthening security and resisting threats in harmony.

In 2013, Qatar published its National Cyber Security Strategy which represents a blueprint for moving forward to improve Qatar’s national cyber security. This national
cyber security strategy has provided fundamental principles and values which helps to derive national cyber security initiatives.

Figure 1: Principles and Values defined in Qatar’s National Cyber Security Strategy

« The Government will lead the way LR Protect government, businesses, institutions, and individualsfrom

. Cyber security is shared responsibility unacceptable online content and behaviours

« Fundamental rights and values will be S TG es SR dicgE

preserved - Embrace innovation and the free flow of ideas and information

« Support collective and collaborative efforts to address complex cyber
security challenges

« Promote an environmentthat rewards investmentin security and
technology




The driving principles and values of Qatar’s national cybersecurity strategy has acknowledged a fundamental fact that “cybersecurity is a shared responsibility and only
collective & collaborative efforts can address its complex challenges”.

As the state of Qatar prepares to deliver a successful and secure FIFA World Cup in 2022, a unified system of cybersecurity safeguards is required for the international
event where multiple entities are involved to provide world cup services required to execute interdependent activities in a tight eco-system at the national level. This
unified system of safeguards is defined in the Cybersecurity Framework.

Structure of the document

This document has been arranged in following sections:

Table 1: Structure of the framework document

Section Name ‘ Description ‘

Introduction Introduces the world cup ecosystem and capabilities approach to define cybersecurity framework

Cybersecurity Capabilities Each subsequent chapter defines identified capability
1. Cybersecurity Governance
Endpoint Security
Application Security
Network Security
Data Protection
Change and Patch Management
Security Monitoring and Operations
Operations Technology Security Monitoring
Incident Handling and Response
. Recovery and Continuity
. Data Privacy
. ldentity and Access Management
. Internet of Things (IoT)
. Cloud Security
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Annexures i. Security Metrics — these are the measurable parameters to validate effectiveness of activities
defined in the capability

ii. Glossary

iii. References




Each capability chapter has been defined in following structure

Table 2: Structure of each capability chapter

Section heads ‘ Description

What good Capability Description 91 Description of the capability

looks like? Pre-requisites 1 Inputs to this capability

1 Dependencies, assumptions and requirements which should be completed first & their outputs will
be used in this capability

Service/Process 1 Services and/or process(es) defined under this capability

9 Activities that needs to be conducted in each process phase
Capability Enterprise Architecture 1 Simplified version (high level) of capability enterprise architecture to include linkage between
Model people, process and technology

Information Flow at various level

=

What information will flow between Entity to Sector and to National level?
1 How that information will be passed on to various levels?

How to build Compendium 1 It's a collection of various references which provides insights how to build that capability from

one? ground zero

1 It defines one of many ways for building this capability

1 Includes some samples based on which the process can be defined such as high-level architecture,
major criteria that will be required during the process phases etc.

91 Skills required by the personnel to carry out capability activities and suggested professional

certifications

Required features in the proposed technologies/tools (if applicable)

1 Mapping to other industry information security standards

=




How to read this framework

Following is the approach the reader should take to read this framework:

It is advised that the reader should read first two chapters as requisite which provides a base to work on and fair understanding of this cybersecurity framework
requirements and implementation

17 Chapter-1: Introduction — This chapter provides insights how the framework is defined, its foundation and how it can be implemented

7 Chapter-2: Cybersecurity Governance — This chapter is a canopy for all other chapters (i.e. capabilities) defined in the framework
Choose any of the capability chapter i.e. Chapter 3-15
Each capability chapter has been prepared from the perspective to build it from ground zero
In case the entity has already implemented the capability, refer to the activities table in each applicable capability to ascertain the cybersecurity
requirements from world cup perspective
Annexure-1: Security Metrics — Once the capability is realized, pick the appropriate security metrics which will help to check the effectiveness of the cybersecurity
activities followed




1 Introduction




1. 2022 FIFA World CupE Qatar Ecosystem

The 2022 FIFA World Cup Qatar-ecosystem has been defined as:

Figure 2: 2022 FIFA World Cup Qatar

* Information assets hold valuable information which will be used and processed by world cup services

* Services define the essential activities that will be performed and/or facilities provided to stakeholders

» Entities will contribute in the execution of services for world cup

* These entities are categorized under critical sectors

e SCDL, in cooperation with government will organize the world cup
* The above-mentioned hierarchy is supported with communications, cooperation and collaboration

T Communication defines information sharing using a medium Entities
7 Cooperation is required among all stakeholders to accomplish individual tasks of an activity
T

Services

Collaboration is required among all stakeholders to accomplish the overall world cup event
1.1 Approach for Defining Cybersecurity Framework Comeratin:

This cybersecurity framework is attempting to take an innovative approach, capability-based approach which is a
fit for purpose. It considers security risks identified by the entities as a result of risk management and use it to
scope world cup services and associated systems.

The framework is designed to focus on raising and embedding “must have” capabilities and competencies
required at all entities that are part of the world cup ecosystem, taking into consideration the current maturity Mﬁﬂé o
levels of entities in Qatar, the current/future challenges and building on the existing cybersecurity laws, standards ,

and competencies within Qatar.

From the world cup perspective, capabilities have been defined as the cybersecurity competencies expected

from entities to secure world cup services and the information used. World Cup
- . . . . e Services
In other words, entities will provide world cup services for the event and use cybersecurity capabilities to secure

Cybersecurity
Capabilities

the information. to secure




1.2 Approach for Identifying cybersecurity capabilities

To identify which cybersecurity capabilities are required, basic cybersecurity operational activities can be divided
into layers that it will be applicable to various systems:

e Data (information) can be:
7 Atrest: on endpoints like workstations/servers/storage etc.
7 Inuse: while various processing units are processing it
7 In motion: when it is being shared among various systems or devices

» From a detection perspective, security monitoring and operations activities are required to identify
anomalous activities, i.e.

T How was the data misused?
T Who misused it?
7 What was the purpose?
T When was it misused?
T How was it accessed?
* Once an anomaly is detected, it must be handled to minimize damage. Hence, Incident Handling &
Response and Recovery & Continuity activities are defined to be triggered based on the situation
» All these cybersecurity activities are governed by a governance layer which defines roles and
responsibilities of the cybersecurity team
» All above mentioned security layers are applicable to various digital systems like IT systems, ICS/OT
systems, loT devices, mobile devices and cloud systems

Figure 4: Cybersecurity operational activities
layers
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Recovery and Continuity
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Security Monitoring and Operations
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Based on these cybersecurity operational layers, the following individual capabilities have been identified:
Table 3: Cybersecurity capabilities defined

Capability name ‘ Description

Cyber Governance Used to define standard functions (Risk Assessment, Internal Audit and Training & Awareness) to support the
entities with implementation of identified cybersecurity capabilities

Endpoint security Used to protect all endpoints such as servers, desktops, laptops, wireless devices, mobile devices and other OT/loT
devices connected to the entity’s network

Application Security Used to prevent security weaknesses proactively during the development, acquisition of applications and while using
existing applications

Network Security Used to protect the IT Infrastructure and connected devices internally and externally

Data Protection Used to detect and prevent confidential information from leaving an entity’s boundaries for unauthorized use

Change and Patch Management Used to ensure required changes affecting assets are deployed in controlled and secure manner

Security Monitoring and Operations Used to ensure the security posture of mission critical systems (OT/ICS) that help to operate national

Operations Technology Security Monitoring | Used to ensure reliable, safe and secure operations of the Operational Technologies utilized within the national
critical infrastructures

Incident Handling and Response Used to address and manage aftereffects of an attack or anomalous activity

Recovery and Continuity Used to build appropriate resilience, recovery strategies and tactics

Data Privacy Used to ensure compliance to legally binding regulation to protect the fundamental rights and freedoms while
processing personal data

Identity and Access Management Used to manage the right individuals to access the right resources at the right times for the right reasons

Internet of Things (loT) Used to define secure mechanism of using loT based devices

Cloud Security Used to ensure proper hardening of cloud fabric, a model security architecture, as well as the security requirements

that should be provided by the cloud service provider (CSP)




1.3 Qatar 2022 cybersecurity framework

These cybersecurity capabilities have been categorized under three distinguished cybersecurity pillars as below:

1 Prevention — to reduce attack surface
91 Detection — to reduce attackers’ presence
1 Response — to reduce impact/damage

Figure 5: Qatar 2022 Cybersecurity Framework

World Cup Services

Industry Partnerships
Cybersecurity Capabilities

Cybersecurity Governance
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Endpoint Security Security Moni_tnringand Incident Handling and
Operations Response
ARPlicton SeCvEity Operations Technology Recovery and Continuity
Network Security Security Monitoring

Data Protection

Change and
Patch Management

Qatar 2022 Cybersecurity Framework

Communications



*  Cyber security governance is an umbrella to all defined capabilities
* Some of the capabilities which are more of a process or technology centric are horizontally cross-cutting all three pillars
» For all capabilities, a defined industry partnership and sector specific communications are required for properly executing the activities

* From information flow perspective, the information is PROTECTED by prevention capabilities, anomalous activities are DETECTED by detection capabilities and

RESPONDED by response capabilities. Therefore;
Either ‘Security Monitoring and Operations’ or ‘Operations Technology Security Monitoring’ will trigger the process of ‘Incident Handling and Response’
‘Incident Handling and Response’ on requirement basis will trigger the process flow of ‘Recover and Continuity’

1.4 FIFAWorld CupE Cybersecurity Framework Contextualization Approach

After defining the core framework, it is paramount that the framework be contextualized within the national laws, regulations and threats & risks more prevalent in the
geographical region.

Figure 6: Contextualization approach for world cup cybersecurity framework
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Lessons learned from previous
national level events

Qatari National Cybersecurity
strategy and standards

_— Capability Qatar 2022
Thematic Threats/risks based Cybersecurity

landscape
approach Framework

Other National Cybersecurity
Frameworks

Industry leading
cybersecurity best practices

For contextualization, the capabilities defined for Qatar 2022 Cybersecurity Framework (Qatar 2022 cybersecurity framework) assimilated with:
» Lessons learned from previous national level events, which provides insights as to which strategy will be successful at executing national level event activities




* Qatari National Cybersecurity strategy and standards, the cybersecurity principles, values and regulations defined by the Qatari government and are mandated
to be followed

* Thematic threats/risks prevalent in geographical region, which provide insights to threats and risks that are currently active within this geographical region

» Other National cybersecurity frameworks, which provide understandings of what strategy worked in other nations while defining national level cybersecurity
framework

» Industry leading cybersecurity best practices, that guide tried and tested best practices to thwart cybersecurity incidents
The most important aspect for any entity providing world cup services is to remain in abidance with laws and regulations applicable to them.

With above mentioned contextualization approach, it is believed that as such will address the specific needs and constraints of entities. Concurrently, entities will be
following industry leading cybersecurity best practices while implementing and using abreast of new technologies.

Subsequent chapters of this framework document will define each identified capability.




1.5 How to implement the framework

Following figures show the implementation steps for Qatar 2022 Cybersecurity Framework

Figure 7: Implementation steps for Qatar 2022 Cybersecurity Framework— Stepl
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Figure 8: Implementation steps for Qatar 2022 Cybersecurity Framework — Step2
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2. Capability Description © Cybersecurity Governance

This section defines Cybersecurity Governance capability which is an umbrella to all defined capabilities.

Figure 9: Cybersecurity Governance

Industry Partnerships
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Cybersecurity governance refers to the component of enterprise governance that addresses the enterprise’s dependence on cyberspace from strategy perspective. Its
structure and practices enable consistent and reasonable decision making which in turn regulates the implementation and operation of cybersecurity capabilities defined

within the framework.

Following figure depicts the linking of the cybersecurity governance with other cybersecurity capabilities defined in the framework.




Figure 10: Cybersecurity Governance linkage with other capabilities
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2.1 Cybersecurity Governance Functions Supporting Cybersecurity Capabilities

There are three cybersecurity governance functions which support the entities with implementation of identified cybersecurity capabilities, namely:

*  Cybersecurity Risk Management
e Cybersecurity Internal Audit
*  Cybersecurity Training and Awareness

2.2 Cybersecurity Risk Management




The objective of the cybersecurity risk management is to ensure that cybersecurity risks are adequately identified and managed by the entity for each cybersecurity
capability (aligned with the bigger enterprise risk) to enable better business resilience and compliance against cybersecurity risks. The risk management function
supports each capability to focus on enhancing entity’s management and personnel understanding of various cybersecurity risk exposures and their implications to
provide a rigorous decision-making process and to make sure that the information systems are adequately protected during the world cup.

2.2.1Prerequisites
Following are the prerequisites which are required to accomplish the Cybersecurity Risk Management:

* National/Sector level cybersecurity Risk Assessment compliance requirements are identified related to World Cup Cybersecurity Capabilities

2.2.2Cybersecurity Risk Assessment Service

The Cybersecurity Risk Management process describes the overall approach to security risk management against World Cup’s cybersecurity capabilities. This will help
the entity to achieve its strategic cybersecurity objectives by managing and mitigating the various security risks for each capability, which have the potential to affect the
achievement of world cup cybersecurity objectives.

From a world cup perspective, following table describes the respective activities that need to be conducted to establish Cybersecurity Risk Management. The
cybersecurity risk assessment process shall be followed by each prioritized entity and shall be linked to the entity’s own Risk Management cycle.

Table 4: Cybersecurity Risk Management Service

Service Name: Cybersecurity Risk Management
Description The Risk Management service describes the overall process to cyber security risk management against
World Cup cybersecurity capabilities

Process phases ‘ Activities/Controls

Plan Cybersecurity Risk Assessment 1 The scope of risk management determined within the context of the entity’s business objectives
as part of their own Risk Management Cycle

1 The entity’s cybersecurity Risk Management to be aligned to the National Risk Management
Cycle for World Cup Cybersecurity Capabilities

Identify entity’s critical business services, 1 Identify entity’s critical business services, processes and associated information assets
processes and associated information assets

Conduct Business Impact Analysis (BIA) and Risk 1 Identify magnitude of losses/impacts derived from disruptions and the associated risks that have
Assessment a potential to impact operations




Service Name: Cybersecurity Risk Management

Map entity’s critical information assets with defined 1 Map entity’s critical information assets with defined cybersecurity capabilities in the framework
cybersecurity capabilities in the framework
Establish missing or not applicable cybersecurity 9 Establish the cybersecurity capabilities which are missing or not applicable to the entity
capabilities
Report to SCDL reporting Office 1 Report the missing or not applicable cybersecurity capabilities to the SCDL reporting Office

1 SCDL reporting Office will review and confirm the cybersecurity capabilities to be implemented

by the entity

Annual Cybersecurity Risk Assessment by SCDL 9 SCDL to conduct an annual risk assessment exercise for the entities to assess the current status

of cybersecurity capabilities implementation in line with implementation suggestion by SCDL
reporting Office




2.2.3Cybersecurity Risk Management Model

Following figure illustrates the risk management model established for Cybersecurity Risk Assessment at Entity level:

1 Plan Cybersecurity Risk Assessment — defines the scope for the risk
management process for identification of world cup cybersecurity capabilities

1 Identify entity’s critical business services and processes and
associated information assets — covers identification of entity’s critical
business services, processes and associated information assets

1 Conduct Business Impact Analysis (BIA) and Risk Assessment — to
identify magnitude of losses/impacts derived from disruptions and all the
risks that have potential to impact the operations

1 Map entity’s critical information assets with defined cybersecurity
capabilities in the framework — covers mapping of the entity’s critical
information assets with defined cybersecurity capabilities in the framework

i Establish missing or not applicable cybersecurity capabilities — covers
identification of the missing or not applicable cybersecurity capabilities
against cybersecurity capabilities defined in the framework

1 Report to SCDL Reporting Office — covers reporting of missing or not
applicable cybersecurity capabilities to SCDL reporting office. SCDL
reporting office will review the entity’s reported missing or not applicable
cybersecurity capabilities and suggest the cybersecurity capabilities to be
implemented by the entity

1 Annual Cybersecurity Risk Assessment by SCDL — covers an annual
external cybersecurity risk assessment by SCDL against the world cup
cybersecurity capabilities

2.2.4Cybersecurity Risk Management Service Expected at
Entity/Sector/National Levels

This cybersecurity risk management is applicable at individual capacity at all levels
(i.e. Entity/Sector/National). Following table describes the processes expected at
each level of world cup ecosystem:

Table 5: Risk Management Services expected at each level

Figure 11: Cyber Security Risk Management Model for World Cup
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Entity

\ Sector \ National
Identify the scope of cybersecurity risk 1 Provide support to identify scope of risk 1 Provide support to identify the scope of
management management for entities in the sector security risk management for all sectors
Conduct cyber security risk assessment 1 ldentify / coordinate common critical 1 Review entity’s cybersecurity risk management
to identify missing or not applicable services for security capabilities relevant results missing capabilities
cybersecurity capabilities to the sector 1 Suggest entities on capabilities to be
Report risk results - missing or not 1 Collate results of cybersecurity risk implemented/enhanced
applicable capabilities to SCDL assessment from all entities in the 1 SCDL to conduct annual risk management as
reporting Office sector and communicate those to part of the National Risk Management Cycle of
Conduct an annual cybersecurity risk National Level contacts (SCDL reporting the identified sectors and entities against
assessment for World Cup cybersecurity Office) requirements of the National Cybersecurity
capabilities as part of the Entity’s Risk Risk Management
Management Cycle

2.2.5S

kills Required for Cybersecurity Risk Assessment Supporting Cybersecurity Capabilities

Following are the skills expected from personnel executing Cybersecurity Risk Assessment activities:

2.3

Experience performing risk and compliance assessments and in-depth knowledge of industry standards and regulatory requirements (e.g., NIAF, ISA, PCI-DSS,
HIPAA, HITRUST, HITECH, FISMA, NIST, ISO 3100, ISO 2700X, COBIT, FFIEC, NERC CIP)

Experience assessing and defining system specifications preferably in relation to compliance, data protection and data privacy regulations such as GDPR
Understanding of entity’s services, processes and controls environments
Experience with risk assessment techniques and with GRC/ERM tools (e.g. RSA Archer, MetricStream, SAP GRC, Logic manager, etc.)
Strong background in information security, IT audit or security risk management
Knowledge of national and international laws, regulations, policies, and ethics as they relate to cybersecurity
Working knowledge of risk and security frameworks, standards, and best practices (e.g. ISO 31000, COBIT, NIST, ISO 27001/2 etc.)
Suggested professional certifications which can help personnel to attain skills for risk assessment activities
- Certified Information Systems Auditor (CISA)
- Certified Information Security Manager (CISM)
- Certified in Risk and Information Systems Control (CRISC)

Cybersecurity Internal Audit

The objective of the internal audit function is to assess and report the entities' level of achievement towards the World Cup Cybersecurity framework capabilities and
ensure continuous monitoring of the compliance to each cybersecurity capability.




2.3.1Prerequisites

Following are the pre-requisites, which are required to be accomplished for Cybersecurity Internal Audit:
* National cybersecurity Internal Audit compliance requirements are identified related to World Cup Cybersecurity Capabilities
* The internal audit function shall be independent, apply integrity & duty of care and professional ethics

2.3.2Cybersecurity Internal Audit Service

The Cybersecurity Internal Audit process describes the overall approach to self-assessment for each cybersecurity capability. Cybersecurity internal audit process
defined here shall be followed for each capability.

Following table describes respective activities that needs to be conducted for Cybersecurity Internal Audit. The cybersecurity internal audit self-assessment process
shall be followed by each entity which shall be linked to the entity’s own Internal Audit cycle.

Table 6: Cybersecurity Internal Audit Service

Service Name: Cybersecurity Internal Audit

Description The Cybersecurity Internal Audit service describes the overall process of entity’s self-assessment to assess compliance against
World Cup cybersecurity capabilities

Process phases \ Activities/Controls

Plan 1 Plan the internal audit of cybersecurity capabilities

1 Identify the scope of the cybersecurity capabilities self-assessment to be covered in the assessment/audit exercise that
are applicable to the entity

1 Determine the skillset/competency required for the self-assessment

1 Confirm the reporting timeline of the overall self-assessment of cybersecurity capabilities




Service Name: Cybersecurity Internal Audit

Select independent parties within the organization to assist in conducting the self-assessment/audit exercise. (E.g. Internal
audit senior/manager, Risk officer, conducted by a third-party professional etc.)

Sample evidence: Annual audit plan

Audit plan and scope

Auditor qualifications

=

Identify

Determine the required capability section in the pre-defined self-assessment questionnaire/or audit scope
Statement of applicability (SOA)

Execute

A=A =A== =2

Review the design of entity’s cybersecurity capabilities and controls by assessing whether the design of controls is
effective to achieve management assertions or policy claims

Determine the validation of the assessment/audit results are reliant on

Ensure that the self-assessment evidences are complete and documented

Audit/Work Programs

Testing sheets

Audit samples

Formalize Findings

Formalize the self-assessment report for in-scope cybersecurity capabilities

Evaluate the results of the self-assessment exercise in line with requirements of the relevant capabilities
Draft internal audit report

Auditee action plans for remediation planning

Report

=2 (=2 =2 === =2

=

Report the final self-assessment/internal audit report on world cup cybersecurity capabilities to SCDL reporting office (SC-
CSU established office)
Report corrective and preventive actions to entity’'s management

Evaluate and Improve

=

il

SCDL reporting team to conduct an annual external audit of the entity’s implemented cybersecurity capabilities to check
compliance against world cup cybersecurity requirements
Include lessons learned from previous audits/assessments conducted

2.3.3Cybersecurity Internal Audit Model

Following figure illustrates the internal audit self-assessment process established for Cybersecurity Internal Audit at Entity level:

Figure 12: Cyber Security Internal Audit Model for World Cup Cybersecurity Capabilities



* Planning — the Internal Audit process for self-assessment of
World Cup Cybersecurity Capabilities. Planning will also cover
identification pre-defined self-assessment questionnaires as
communicated by SCDL reporting office team for each World
Cup cybersecurity capability

» Execution — conduct the self-assessment of entity’s
cybersecurity capabilities and documenting the results of the
assessment

» Evaluation — covers formalizing the observations of the self-
assessment and agreeing on management actions and related
timelines. Further, the cybersecurity capabilities self-assessment
results will be reported by the entity to the SCDL reporting office
for their evaluation
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2.3.4Cybersecurity Internal Audit Service Expected at
Entity/Sector/National Levels

This cybersecurity Internal Audit Self-assessment is applicable in
individual capacity at all levels (i.e. Entity/Sector/National). Following table describes processes expected at each level of world cup ecosystem:

Table 7: Internal Audit Services expected at each level

Entity \ Sector \ National

1 ldentify the scope of cybersecurity 1 Provide support to identify scope of 1 Provide support to identify the scope of
capabilities Self-Assessment cybersecurity capabilities self-assessment security capabilities self-assessment for all

1 Conduct self-assessment based on pre- for entities in the sector sectors
defined cybersecurity capabilities self- 1 ldentify/ coordinate common security 1 Evaluate entity’s cybersecurity self-
assessment questionnaire capabilities relevant to the sector assessment results

1 Communicate cyber capabilities self- 1 Collate results of cybersecurity 1 Suggest entities on cybersecurity
assessment results to established capabilities self-assessment from all capabilities to be enhanced.
sector and national level contacts entities in the sector and communicate 1 SCDL reporting team to conduct periodic
(SCDL reporting office) these to National Level contacts (SCDL external audit as part of the identified

reporting office) sectors and entities against requirements of




\ Sector National
1 Conduct an annual cybersecurity the National Cybersecurity Governance
Internal Audit Self-Assessment as part Internal Audit
of the Entity’s Internal Audit Cycle

2.3.5Skills Required for Cybersecurity Internal Audit Supporting Cybersecurity Capabilities
Following are the skills expected from personnel executing Cybersecurity Internal Audit activities:

* Hands-on experience with cybersecurity internal audits and self-assessments
» Understanding of entity’s services, processes and controls environments

» Experience performing Cyber Security Audits and compliance assessments and in-depth knowledge of industry standards and regulatory requirements (e.g.,
HIPAA, HITRUST, HITECH, FISMA, NIST, ISO 2700X, COBIT, FFIEC, NERC CIP, etc.)

» Experience assessing and defining system specifications preferably in relation to compliance, data protection and data privacy regulations such as GDPR
» Strong knowledge of the management of both physical and logical information security systems
*  Working knowledge of risk and security frameworks, standards, and best practices (e.g. ISO 31000, COBIT, NIST, ISO 27001/2 etc.)

* Certified Information Systems Auditor (CISA), Certified Information Systems Security Professional (CISSP), Certified Internal Auditor (CIA), and other applicable
certifications preferred

» Demonstrate functional audit knowledge and ability to apply auditing protocols

* Provide leadership, direction and guidance in assessing and evaluating information security risks and monitor compliance with security standards and
appropriate policies

2.4 Cybersecurity Training and Awareness

The objective of the cybersecurity training and awareness is to:

* Improve the entities learning and understanding of cybersecurity capabilities, latest cyber risks, current trends and threat landscape
* Understand the importance of adequate planning and implementation of identified cybersecurity capabilities
* Understand a variety of techniques to identify, assess, manage & monitor World Cup’s cybersecurity capabilities

2.4.1Pre-requisites

Following are the pre-requisites, which are required to be accomplished for Cybersecurity Training and Awareness:
1 National level and sector level cybersecurity training and awareness requirements are identified related to World Cup Cybersecurity Capabilities




2.4.2Cybersecurity Training and Awareness Service

The Cybersecurity Training and Awareness process describes the overall approach to cybersecurity training and awareness program to assist the entity by training the
identified personnel with a solid understanding of requirements for World Cup cybersecurity capabilities and creating awareness for other entity users on latest
cybersecurity risks, current trends and threat landscape.

From world cup perspective, following table describes respective activities that needs to be conducted for Cybersecurity Training and Awareness. The cybersecurity
training and awareness program shall be followed by each prioritized entity which shall be linked to the entity’s own Training and Awareness cycle.

Table 8: Cybersecurity Training and Awareness Service

Service Name: Cybersecurity Training and Awareness

Description The cybersecurity training and awareness service describes the overall process to cyber security training and awareness against World Cup
cybersecurity capabilities and latest cyber risks/trends.
Process \ Process phases \ Activities/Controls
Cybersecurity | Training Need Analysis 1 Develop skill matrix for cybersecurity capabilities based on training and need analysis
Training Assess Training Gaps 1 Assess training gaps for cybersecurity capabilities
Activities Execute Trainings 1 Plan and conduct required trainings for cybersecurity capabilities as part of entity’s career
management cycle
Post Training Evaluation 9 Conduct post trainings evaluation
Report Gaps to SCDL 1 Report training gaps to SCDL reporting office for assistance with arranging the right training with
reporting team skilled trainer
Cybersecurity | Measure Awareness Level 1 Measure current cybersecurity awareness levels in the entity
Awareness Plan Awareness 1 Identify and plan cybersecurity awareness requirements
Activities Requirements
National/Sector 9 Obtain inputs on national & sector level awareness requirements
Requirements
Design Awareness Activities 1 Design awareness activities based on latest cyber risks & trends
Deliver Awareness 1 Deliver cybersecurity awareness sessions for entity users
Measure Awareness 1 Measure cybersecurity awareness levels through feedback surveys




Service Name: Cybersecurity Training and Awareness

Report Status to SCDL

1 Entity to report cybersecurity awareness status to SCDL reporting office for their evaluation
reporting team

2.4.3Cybersecurity Training and Awareness Model

Following figure illustrates the process established for cybersecurity training and awareness at entity level:

Figure 13: Cybersecurity training and awareness model for world cup cybersecurity capabilities
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2.4.4Cybersecurity Training and Awareness Service Expected at Entity/Sector/National Levels

This cybersecurity training and awareness management is applicable in individual capacity at all levels (i.e. Entity/Sector/National). Following table describes processes
expected at each level of world cup ecosystem:




Table 9: Cybersecurity Training and Awareness Services expected at each level

Entity

1 Identify and plan the cybersecurity
training and awareness requirements by
assessing training and awareness gaps

1 Conduct required trainings cybersecurity
capabilities and cybersecurity awareness
across the entity

1 Evaluate trainings and awareness through
feedbacks surveys

1 Communicate training and awareness
gaps to established sector and national
level contacts (SCDL reporting office)

1 Conduct annual cybersecurity training and

awareness for World Cup cybersecurity
capabilities and cyber risks/trends as part
of the Entity’s training and awareness
program

\ Sector
il

Provide support to entities in the sector
for cybersecurity training and awareness
program

Identify/ coordinate common trainings
and awareness programs for security
capabilities relevant to the sector
Collate results of cybersecurity training
gaps and status of cybersecurity
awareness program from all entities in
the sector and communicate these to
National Level contacts (SCDL reporting
office)

\ National

1 Provide support to all sectors for the
cybersecurity training and awareness
program

1 Evaluate entity’s cybersecurity training and
awareness results

1 Support sectors and entities with resource
identification and management where
training gaps are because of non-
availability of a personnel.

1 Provide sector and national levels

cybersecurity training and awareness
requirements.

2.4.5Skills Required for Cybersecurity Training and Awareness Supporting Cybersecurity Capabilities

Following are the skills expected from personnel executing Cybersecurity Training and Awareness activities:

Experience performing training and awareness of industry standards and regulatory requirements (e.g., HIPAA, HITRUST, HITECH, FISMA, NIST, ISO 2700X,

COBIT, FFIEC, NERC CIP, etc.)

Hands-on experience with cybersecurity training and awareness programs
Understanding of entity’s services, processes and controls environments
Experience with security training and awareness techniques

Strong background in information security, IT audit or security risk management
Knowledge of national and international laws, regulations, policies, and ethics as they relate to cybersecurity.

Working knowledge of risk and security frameworks, standards, and best practices (e.g. ISO 31000, COBIT, NIST, ISO 27001/2 etc.)




2.5 Proposed Cyber Organization Structure

Organization structure provides the approaches in which an organization operates and performs. It defines allocation of tasks and responsibilities for various roles which
are directed towards the achievement of organizational goals.

This framework supports current organization structure and propose some changes for cybersecurity function. However, it is utmost important that organizations/entities
should define their organizational structure as per their organizational goals.

Following table defines broad sub functions identified that are allied to the Qatar 2022 Cybersecurity Framework and proposed roles.

Table 10: Cybersecurity sub functions and their salient activities — Part |

Cybersecurity Function ‘

Sub function Salient activities Roles

Overall cybersecurity 1 Manage relationships with third parties (vendors, suppliers, contractors, partners, and critical Chief Information Security
portfolio infrastructure owners/operators) Officer/Head of
management 1 Manage and liaise with other board members and C-Level executives within the organization Cybersecurity

External relationship 1 Manage relationships with external stakeholders (for example, National CERT, Regulators,

Law and Enforcement, National/Sector cybersecurity forums)
91 Liaise with Head of Legal for legal matters such as Data Privacy and other legal/regulatory
requirements




Cybersecurity Function ‘

Personnel 1 Manage the employment lifecycle and performance of personnel in accordance with security Director — Cybersecurity

management requirements (background checks, vetting, transfers, risk designations, succession planning,
disciplinary action, and termination)

1 Manage knowledge, skills, capabilities, and availability of the cybersecurity team

Cybersecurity
Governance

Define, implement, and enforce information security policies Manager — Cybersecurity
Establish an information security risk management strategy, process, and program — Governance &
Govern/oversee the cybersecurity program and plan Compliance

Ensure that controls are adequate to meet legal, regulatory, policy, standards, and security
requirements

Conduct internal audits

Implement an enterprise-wide role-based cybersecurity awareness and training program

=A =4 =4 =4

=

=

Table 11: Cybersecurity sub functions and their salient activities — Part Il

Cybersecurity Function \

Sub function Salient activities Roles

Prevention 1 Endpoint Security Responsible for the implementation of cybersecurity technologies
1 Application Security 1 Manager —IT
1 Network Security 1 Senior Engineer/Administrator
1 Data Protection Responsible for designing and defining cybersecurity technologies
1 Change and Patch Management 1 Manager — Cybersecurity

1 Senior Analyst — Cybersecurity

Detection 1 Security Monitoring and Operations | Responsible for the implementation of cybersecurity technologies
1 Operations Technology security 1 Manager —IT
monitoring 1 Senior Engineer/Administrator — IT

And 1 Senior Engineer-Operations Technology (Plant Engineering)




Cybersecurity Function \

Responsible for designing and defining cybersecurity technologies
1 Incident Handling and Response 1 Manager — Cybersecurity
Response 1 Recovery and Continuity 1 Senior Analyst — Cybersecurity
Cybersecurity 1 Data Privacy (From internal Responsible for the implementation of cybersecurity technologies
Project process and technology 1 Manager —IT
Management perspective) 1 Senior Engineer/Administrator
91 Identity and Access Management Responsible for designing and defining cybersecurity technologies
1 Internet of Things (IoT) 1 Manager — Cybersecurity
1 Cloud Security 1 Senior Analyst — Cybersecurity

* Refer individual capability chapters for detail on activities defined under each sub function PREVENTION, DETECTION and RESPONSE

Following figure depicts proposed organizational structure for cybersecurity function and its relation to Information Technology (IT) and Operations Technology (OT /ICS)

Figure 14: Proposed Cybersecurity — Organizational Structure
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» Dotted-line reporting means that the role has some level of accountability related to cybersecurity but is not a direct report
o  Skillsets required to perform activities for each identified capability have been defined in respective chapters under compendium section
» Titles are just indicative and are not compulsory to be followed Organizations/entities should follow the titles as defined in their organizational structure




» Hierarchy levels defined in the organization structure may vary according to the different sectors and the size of the respective organization considering any
regulatory or legal requirements. For example: GDPR, PCI-DSS, SOX, HIPPA, Qatar Data privacy law, NIA etc. requires specific roles to be defined

* Number of team members should be defined by size of the organization, world cup services provided by the organization and in-scope applicable capabilities.
Ideally it can also be defined by work-load analysis exercise




Endpoint

Security




3. Capability Description T Endpoint Security

A capability for protecting all endpoints such as servers, desktops, laptops, wireless devices, mobile devices and other OT/IoT devices connected to the network from
cyber threats. This capability will implement the processes, controls and technologies required to build a sustainable endpoint protection program aligned to the business
and focused on protecting all endpoints that matters most with respect to services provided for the world cup.

This chapter focuses on ‘Endpoint Security” capability defined under the ‘Prevention’ pillar of world cup cybersecurity capabilities.
Figure 15: Cybersecurity Capabilities — Endpoint Security
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Following figure depicts linkage of Endpoint security with other cybersecurity capabilities defined in the framework




Figure 16: Endpoint Security linkage with other capabilities
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3.1 Prerequisites

Following are the pre-requisites, which are required to be accomplished for Endpoint Security:




»  Security risks identified for the endpoints during the risk assessment have been communicated and considered while defining endpoint security
» Assets to be protected have been identified, managed and inventoried (refer to Cybersecurity Governance capability chapter)

* Appropriate logs and events have been enabled on identified assets for collection. These logs should be forwarded to security monitoring team for analysis
(refer to application security, network security, data protection and cloud security capability chapters)

* Information protection regulations and industry compliance requirements are identified

* The Operations team should be notified for any change activities (refer to change and patch management capability chapter)
* The endpoint security tooling should collect and ship logs to a centralized logging server for analysis and monitoring

*  Where possible, the access to endpoints should be provided through two-factor authentication

3.2 Endpoint Security Service

From world cup perspective, Table 12: Endpoint Security Service describes respective activities that needs to be conducted for Endpoint Security service. However,
from preparation/planning viewpoint, following steps must be completed:

» Establish formal policies, procedures and guidelines
» Define program scope and identify target assets

» Establish governance and define roles & responsibilities (refer organization structure in Cybersecurity Governance chapter and compendium section of this
chapter)

» Define acceptance standards

» Deploy/configure appropriate solutions to align with establish standards

* Deploy and train team members for endpoint security support

» ldentify opportunities of automation where applicable

» Define service levels for remediation activities

e Continually improve policy, procedure, and guidelines as per risk levels and lessons learned

Table 12: Endpoint Security Service

Service Name: Endpoint Security
Description Endpoint security is the process of providing protection to those devices connected to the network with the aim of protecting the

network and an organization's data. Endpoint security addresses the risks presented by devices connecting to the network

Process Phases | Activities/Controls

Harden 1 Implement and enforce endpoint security configurations by applying it on operating system, application and network layers




Service Name: Endpoint Security

91 Define an endpoint security policy that dictates the type of configuration required on endpoint devices by supporting industry
leading practices
1 Ensure that best practice security configurations are applied on endpoints
91 Ensure that application whitelisting is applied on endpoints
Manage 1 Track asset inventory of endpoint devices on asset repository by gathering all the details of hardware, operating systems, and
applications changing and configurations
1 Ensure that endpoint changes, patches and configuration go through a controlled change management process to
continuously log and track security requirements
1 Install security applications on endpoint devices to ensure that right protection is applied
1 Integrity checking mechanisms are used to verify software, firmware, and information integrity
1 Manage mobile devices, related applications, and apply security controls on mobiles devices including BYOD (bring your own
device) and COPE (corporate-owned, personally enabled) devices
Monitor 91 Detect unprotected endpoints via security operation centre
1 Identify, track and detect abnormal behaviours or malicious activities
1 Ensure endpoint protection is applied
Dispose 1 Manage reuse or final disposition of expired, obsolete devices, and unwanted endpoints in a secure manner
1 Ensure the information stored on obsolete, expired, and unwanted endpoints storage/media are appropriately sanitized

3.3 Endpoint Security Capability Model

Following figure illustrates an architecture model established for Endpoint Security capability at Entity level:

Figure 17: Endpoint Security Capability Model
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Above figure defines the Endpoint Security capability model in layered approach:

1 The Business Services layer is about business processes, services, functions and events of business units. This layer offers services to external stakeholders,
which are realized by in the organization by business processes performed by business actors and roles.

1 The Applications Functions layer supports the business layer with application services which are realized by (software) application components.




1 The Infrastructure functions layer offers infrastructural services (e.g. processing, storage and communication services) needed to run applications, realized by
computer and communication hardware and system software.

1 Conclusively, the infrastructure functions layer enables hardware to interact and exchange information using various protocols & medium. That information is then
processed by the application function layer to present the information in human readable format. The processed information is being used in various business
processes/services and shared to various stakeholders through business services layer. Various users defined in the organization structure work at this layer having
respective roles & responsibilities to perform.

3.4 Information Flow at various levels

Upon analysis and following confirmation that certain threats and risks are targeting the world cup specific services and associated endpoints, this should be shared with
the sector/national levels as world cup specific risks and threats via the security monitoring team and utilizing vehicles such as STIX/TAXII/CyboX as mentioned in the
security monitoring and operations capability. This will help in implementing unified mitigating/compensating control across the world cup ecosystem.

3.4.1Services expected at each level

Endpoint Security service will be applicable to all the endpoints used for world cup irrespective of the level (i.e. Entity/Sector/National) it is being used.

Compendium T Endpoint Security

3.5 Milestones

Following milestones have been defined for Endpoint Security:

» Hardening of all assets is applied
* Management of all assets is enabled




* Monitoring of all assets is enabled and reported
» Disposal processes are implemented

3.6 Skills required for Endpoint Security

Following are the skills expected from personnel executing Endpoint Security activities:

* Technical hands-on experience with endpoint security

* Understanding of operating system, networking protocols, security and Internet environments

» Experience with common enterprise desktop software deployment methodologies

» Experience installing, configuring and integrating a security environment

» Experience troubleshooting operating system

» Experience with systems installation, configuration and administration of operating systems and applications
* In-depth knowledge of TCP/IP, routing and host-based security technologies

» Experience using application firewalls, SIEM, IDS/IPS

»  Suggested certifications which can help personnel to attain skills for the services defined under endpoint security: A+, Network+, SANS GIAC Security
Essentials (GSEC), SANS GIAC Certified Enterprise Defender (GCED)

3.7 Technology

Following figure shows the mapping between a device and Endpoint security technologies:

Figure 18: Endpoint Security Technologies-I
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The Endpoint security technologies main purpose is to adequately secure devices by ensuring that unauthorized access is blocked, and malicious activities are detected
& prevented. Endpoint security technologies may contain the following features:

* Endpoint, file, folder, and E-mail encryption

* Application whitelisting or equivalent applicable control
* Network access control

» Data loss protection

* Insider threat protection

* Endpoint detection and response (EDR)

*  Privileged user control

* Logging and monitoring

Endpoint Technologies described in this section are:

*  Endpoint Encryption (Hard Disk Encryption)

» File and folder encryption (Removable media, USB, SD Cards)
*  File Integrity Monitoring

e Endpoint Security Management

* Mobile Device Management




* Host based Anti-Malware

* Host based IPS (Intrusion Prevention System)
* Endpoint based DLP (Data Loss Protection)

* Endpoint Detection and Response (EDR)

*  Sandboxing environment

Figure 19: Endpoint Security Technologies-II
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Table 13: Endpoint security Technologies

Technologies ‘ Description

Host based Anti-Malware Technologies that can detect, prevent, and remove malicious computer viruses/ malwares

Endpoint Encryption Technologies that are used to provide Full Disk Encryption (FDE) by applying encryption on all disk sectors/clusters.




Technologies ‘ Description

File and Folder Encryption Technologies used to encrypt user files without affecting the operating system or application files.

File Integrity Monitoring Technologies used to perform an integrity check on operating systems and application files.

Endpoint Security Management Technologies that manage compliance on endpoint devices by providing alerts on required updated security patches.

Mobile Device Management Technologies that secure mobile devices across a range of operating systems and service providers used in an
entity.

Host based IPS Technologies used to block actions and alert users in case of attempted malicious changes to an endpoint device by

an attacker.

Endpoint based DLP Technologies that can detect and prevent defined sensitive data from leakage

Endpoint Detection and Response Technologies that focus on detecting, investigating, and mitigating suspicious activities and issues on hosts and
(EDR) endpoints used to detect and respond to cyber threats and exploits

Sandboxing environment Technologies used to isolate applications from critical system resources and other programs to mitigate system
failures or software vulnerabilities from spreading and prevent malware or harmful applications from negatively
affecting the system

3.8 Endpoint Security Hardening Controls

* Maintain documented, standard security configuration standards for all entity’s authorized operating systems and software

* Maintain secure images or templates for all systems in the enterprise based on the entities approved configuration standards. Any new system deployment or
existing system that becomes compromised should be imaged using one of those images or templates

» Store the master images and templates on securely configured servers, validated with integrity monitoring tools, to ensure that only authorized changes to the
images are possible

» Consider the role of the server (web server, application server, AD server) when designing the security baselines




Deploy system configuration management tools that will automatically enforce and redeploy configuration settings to systems at regularly scheduled intervals

Utilize a compliant configuration monitoring system to verify all security configuration elements, catalogue approved exceptions, and alert when unauthorized
changes occur

Utilize an up-to-date compliant vulnerability scanning tool to automatically scan all systems on the network on a weekly or more frequent basis to identify all
potential vulnerabilities on the entity's systems

Perform authenticated vulnerability scanning with agents running locally on each system or with remote scanners that are configured with elevated rights on the
system being tested

Use a dedicated account for authenticated vulnerability scans, which should not be used for any other administrative activities and should be tied to specific
machines at specific IP addresses (for example a dedicated service accounts should have access to the minimum number of operations required, e.g. Nessus
can do with the least number of rights needed to complete comprehensive scans).

Deploy automated software update tools to ensure that the operating systems are running the most recent OS versions and security patches security updates
provided by the software vendor

Deploy automated software update tools to ensure that third-party software on all systems is running the most recent security updates provided by the software
vendor

Ensure that deploying automated auto software update don’t disrupt legacy systems, automation needs to be carefully planned, scoped and tested before rolling
out as some upgrades are subject to change management, testing and control (Please refer to change and patch management capability)

Regularly compare the results from back-to-back vulnerability scans to verify that vulnerabilities have been remediated in a timely manner

Utilize a risk-rating process to prioritize the remediation of discovered vulnerabilities

Use automated tools to inventory all administrative accounts, including domain and local accounts, to ensure that only authorized individuals have elevated
privileges

Before deploying any new asset, change all default passwords to have values consistent with administrative level accounts

Ensure that all users with administrative account access use a dedicated or secondary account for elevated activities. This account should only be used for
administrative activities and not internet browsing, email, or similar activities
Secure virtual endpoints as you secure physical endpoints such as disable unnecessary functions, isolate virtual endpoint networks and strictly control root
privileges
Where multi-factor authentication is not supported (such as local administrator, root, or service accounts), accounts will use passwords that are unique to that
system

- Use multi-factor authentication and encrypted channels for all administrative account access

Ensure administrators use a dedicated machine for all administrative tasks or tasks requiring administrative access. This machine will be segmented from the
entity's primary network and not be allowed Internet access. This machine will not be used for reading e-mail, composing documents, or browsing the Internet

Limit access to scripting tools to only administrative or development users with the need to access those capabilities

Configure systems to issue a log entry and alert when an account is added to or removed from any group assigned administrative privileges

Configure systems to issue a log entry and alert on unsuccessful logins to an administrative account

Ensure that only fully supported web browsers and clients can be used, ideally only using the latest version of the browsers and clients provided by the vendor




Uninstall or disable any unauthorized browser or client plugins or add-on applications
Ensure that only authorized scripting languages can run in all web browsers and email clients

Enforce URL filters that limit a system's ability to connect to websites not approved by the entity. This filtering shall be enforced for each of the entity systems,
whether they are physically at an entity facility or not

Log all URL requests from each of the entity systems, whether onsite or a mobile device, to identify potentially malicious activity and assist incident handlers
with identifying potentially compromised systems

Block access to known malicious domains

Analyse and block all attachments if the file types are unnecessary for the entity's business or with malicious behaviour

Utilize centrally managed anti-malware software to continuously monitor and defend each of the entity workstations and servers
Ensure that the entity anti-malware software updates its scanning engine and signature database on a regular basis

Enable anti-exploitation features such as Data Execution Prevention (DEP) that are available in an operating system or deploy appropriate toolkits that can be
configured to apply protection to a broader set of applications and executables

Configure devices so that they automatically conduct an anti-malware scan of removable media when inserted or connected

Disable the use of removable media where applicable or configure devices to not auto-run content from removable media.

Send all malware detection events to enterprise anti-malware administration tools and event log servers for analysis and alerting

Ensure that only network ports, protocols and services listening on a system with validated business needs are running on each system

Perform port scans on a regular basis against all systems including OT, 10T and cloud systems and alert if unauthorized ports are detected on a system

Apply host-based firewalls or port filtering tools on end systems, with a default-deny rule that drops all traffic except those services and ports that are explicitly
allowed

Any unauthorized traffic should be blocked and logged
Apply appropriate controls for service accounts as applicable to the environment such as restricting interactive logons or automating password management etc.
Ensure that all remote login access to the entity network to encrypt data in transit and use multi-factor authentication

Scan all enterprise devices remotely logging into the entity network prior to accessing the network to ensure that each of the entity security policies has been
enforced in the same manner as local network devices

Disable wireless access on devices that do not have a business purpose for wireless access

Configure wireless access on client machines that do have an essential wireless business purpose, to allow access only to authorized wireless networks and to
restrict access to other wireless networks

Disable peer-to-peer (ad-hoc) wireless network capabilities on wireless clients

Disable wireless peripheral access of devices (Ex. Bluetooth and NFC), unless such access is required for a business purpose
Ensure that either unauthorized devices are removed from the network or quarantined, the inventory is updated in a timely manner
Utilize port’s level access control following 802.1x standards, to control which devices can authenticate to the network

Use client certificates to authenticate hardware assets connecting to the entity's trusted network

Endpoints which do not comply to the proposed security requirements should be prevented from accessing entity resources




» Ensure that endpoint protection have a capability to receive an automated threat intelligence from Security Monitoring and Operations and Incident Handling and
Response capabilities and enforce the required protection to reduce the response time

3.9 Mapping with Industry Standards

Following table provides mapping of activities defined in the capability with other local Qatari and prevalent industry information security standards

Table 14: Endpoint security activities mapping industry cyber security standards — Part | of Il

Service Name: Endpoint Securit

Controls
Controls
Reference —
Reference - NIA
: NICS Controls
Process Activities/Controls (Qatar National (National ICS | Reference Controls Reference — Controls Reference —
Phases Information Securit _cse ISA 62443-2-1:2009 ISA 62443-3-3:2013
Assurance Policy y
2.0) Standard
' v3.0)

Harden Implement and enforce AM-1 11.2.2 3,11, 14 4.3.3.5.1,4.3.3.5.2, SR1.1,SR1.2,SR1.3, SR
endpoint security 4.3.3.5.3,4.3.3.5.4, 14,SR15,SR 1.6, SR
configurations by applying it on 4.3.3.5.5,4.3.3.5.6, 1.7,SR18,SR 1.9, SR
operating system, application 4.3.3.5.7,4.3.3.5.8, 1.10, SR 1.11, SR 1.12, SR
and network layers 4.3.3.6.1, 4.3.3.6.2, 1.13, SR 2.1, SR 2.2, SR

4.3.3.6.3, 4.3.3.6.4, 2.3,SR2.4,SR 2.5, SR
4.3.3.6.5, 4.3.3.6.6, 2.6, SR 2.7
4.3.3.6.7,4.3.3.6.8,




Service Name: End

Process
Phases

oint Securit

Activities/Controls

Controls
Reference - NIA
(Qatar National
Information
Assurance Policy
2.0)

Controls
Reference —
NICS
(National ICS
Security
Standard
v3.0)

Controls
Reference
— CSC

Controls Reference —
ISA 62443-2-1:2009

4.3.3.6.9,4.3.3.7.1,
4.3.3.7.2,43.3.7.3,43.3.7.4

Controls Reference —
ISA 62443-3-3:2013

Harden

Define an endpoint security
policy that dictates the type of
configuration required on
endpoint devices by supporting
industry leading practices

6.6.7, 6.6.15,
6.6.17, 7.4.1,
7.4.1

12

4.3.3.6.6

SR 1.13,SR 2.6

Harden

Ensure that best practice
security configurations are
applied on endpoints

11.2.6

43444

Manage

Track asset inventory of
endpoint devices on asset
repository by gathering all the
details of hardware, operating
systems, and applications
changing and configurations

4,20

4.2.3.1,423.7

Manage

Ensure that endpoint changes,
patches and configuration go
through a controlled change
management process to
continuously log and track
security requirements

IE-11, GS-17

1121

2,3

SR 3.1, SR 3.3, SR 3.4, SR

3.8

Manage

Install security applications on
endpoint devices to ensure
adequate protection is applied

4,7,8,12

4.3.4.3.8

SR 3.2




Service Name: End

Process
Phases

oint Securit

Activities/Controls

Controls
Reference - NIA
(Qatar National
Information
Assurance Policy
2.0)

Controls
Reference —
NICS
(National ICS
Security
Standard
v3.0)

Controls
Reference
— CSC

Controls Reference —
ISA 62443-3-3:2013

Controls Reference —
ISA 62443-2-1:2009

Manage Manage mobile devices, AM-1 11.2.2 3,11,14 4.3.35.1,4.3.35.2, SR1.1,SR 1.2, SR1.3, SR
related applications, and apply 4.3.3.5.3,4.3.3.5.4, 1.4,SR15,SR1.6,SR
security policies on endpoint 4.3.3.5.5,4.3.3.5.6, 1.7,SR18,SR 1.9, SR
devices including BYOD (bring 4.3.3.5.7,4.3.3.5.8, 1.10, SR 1.11, SR 1.12, SR
your own device) and COPE 4.3.3.6.1,4.3.3.6.2, 1.13,SR 2.1, SR 2.2, SR
(corporate-owned, personally 4.3.3.6.3, 4.3.3.6.4, 2.3,SR24,SR 2.5, SR
enabled) devices 4.3.3.6.5, 4.3.3.6.6, 2.6, SR 2.7

4.3.3.6.7,4.3.3.6.8,
4.3.3.6.9,4.3.3.7.1,
43.3.7.2,4.3.3.7.3,43.3.7.4

Monitor Detect unprotected endpoints
via security operation centre

Monitor Identify, track and detect 7,8 SR 2.4
abnormal behaviours or
malicious activities through
incident handling

Monitor Ensure endpoint protection is 1,2,3,5,9,
applied on hardware and 12, 13, 15,
software 16

Dispose Manage reuse or final 6.7.1,6.7.2, 1 4.3.3.3.9,4.3.4.41 SR 4.2
disposition of expired, obsolete 6.8.3




Service Name: Endpoint Securit

Process
Phases

Activities/Controls

devices, and unwanted
endpoints in a safe manner

Controls
Reference - NIA
(Qatar National
Information
Assurance Policy
2.0)

Controls
Reference —
NICS
(National ICS
Security
Standard
v3.0)

Controls
Reference
— CSC

Controls Reference —
ISA 62443-2-1:2009

Controls Reference —
ISA 62443-3-3:2013

Dispose Ensure the information stored
on obsolete, expired, and
unwanted endpoints
storage/media are
appropriately sanitized

6.3.1,6.3.2

4.3.3.3.7

Table 15: Endpoint security activities mapping industry information security standards — Part Il of Il




Service Name: Endpoint Security

Process
Phases

Activities/Controls

Controls
Reference
—ISO/IEC
27001:2013

Controls Reference
— NIST SP 800-53
Rev. 4

Controls
Reference
— PCI DSS
3.2

Controls
Reference —
HIPAA

Controls
Reference -

Cloud Security | Reference

Alliance
(CCMv3.0.1)

Harden Implement and enforce endpoint A.9.1.2 AC-3, CM-7 2.2 (all), 7.1, 164.308(a)(3)
security configurations by applying 7.2,9.3 164.308(a)(4)
it on operating system, application 164.310(a)(2)(iii)
and network layers. 164.310(b)
164.310(c)
164.312(a)(1)
164.312(a)(2)(i)
164.312(a)(2)(ii)
164.312(a)(2)(iv)
Harden Define an endpoint security policy | A.6.2.1, AC-1, AC-17, AC-19, AC-3, CM-7 164.308(a)(4)(i) IAM-09, IAM-12
that dictates the type of A.6.2.2, AC-20, SC-15 164.308(b)(1)
configuration required on endpoint | A.11.2.6, 164.308(b)(3)
devices by supporting industry A.13.1.1, 164.310(b)
leading practices A.13.2.1 164.312(e)(1)
164.312(e)(2)(ii)
Harden Ensure that best practice security | A.11.2.4 SA-10, SI-7
configurations are applied on
endpoints
Manage | Track asset inventory of endpoint | A.12.6.1 RA-5 11.2 164.308(a)(1)(i) CCC-04, DCS-05
devices on asset repository by 164.308(a)(8)
gathering all the details of
hardware, operating systems, and
applications changing and
configurations
Manage Ensure that endpoint changes, A.12.2.1, SC-16, SI-7 105,115 164.308(a)(1)(ii)(D)
patches and configuration go A.12.5.1, 164.312(b)
through a controlled change A.14.1.2, 164.312(c)(1)




Service Name: Endpoint Security

Process
Phases

Activities/Controls

Controls
Reference
—ISO/IEC
27001:2013

Controls Reference

— NIST SP 800-53
Rev. 4

Controls
Reference
— PCI DSS
3.2

Controls
Reference —
HIPAA

Controls

Reference - Controls
Cloud Security | Reference
Alliance — GDPR
(CCMv3.0.1)

management process to A.14.1.3, 164.312(c)(2)
continuously log and track security | A.14.2.4 164.312(e)(2)(i)
requirements
Manage Install security applications on A.12.2.1 SI-3, SI-8 5 (all) 164.308(a)(1)(ii))(D) | BCR-10, TVM-02
endpoint devices to ensure 164.308(a)(5)(ii)(B)
adequate protection is applied
Manage Manage mobile devices, related A.9.1.2 AC-3, CM-7 2.2 (all), 7.1, 164.308(a)(3)
applications, and apply security 7.2,9.3 164.308(a)(4)
policies on endpoint devices 164.310(a)(2)(iii)
including BYOD (bring your own 164.310(b)
device) and COPE (corporate- 164.310(c)
owned, personally enabled) 164.312(a)(1)
devices 164.312(a)(2)(i)
164.312(a)(2)(ii)
164.312(a)(2)(iv)
Monitor Detect unprotected endpoints via
security operation centre
Monitor Identify, track and detect abnormal | A.12.5.1, SC-18, SI-4, SC-44 5 (all) 164.308(a)(1)(ii)(D) | BCR-10, CCC-
behaviours or malicious activities | A.12.6.2 164.308(a)(5)(ii)(B) | 04, CCC-05,
through incident handling IAM-06




Service Name: Endpoint Security

Process Activities/Controls
Phases

Controls
Reference
—ISO/IEC
27001:2013

Controls Reference
— NIST SP 800-53
Rev. 4

Controls
Reference
— PCI DSS
3.2

Controls
Reference —
HIPAA

Controls
Reference -
Cloud Security
Alliance
(CCMv3.0.1)

Controls
Reference
— GDPR

Monitor Ensure endpoint protection is A.12.4.1, AU-12, CA-7, CM-3, 10.1, 10.6.1, 164.308(a)(5)(ii))(B) | CCC-04, IAM-03,
applied on hardware and software | A.14.2.7, CM-8, PE-3, PE-6, PE- 11.1,11.4, 164.308(a)(5)(ii)(C) | IAM-13

A.15.2.1 20, Sl-4 11.5,12.10.5 | 164.310(a)(1)
164.310(a)(2)(ii)
164.310(a)(2)(iii)
164.310(b)
164.310(c)
164.310(d)(1)
164.310(d)(2)(iii)
164.312(b)
164.314(b)(2)(i)

Dispose Manage reuse or final disposition | A.8.2.3, CM-8, MP-6, PE-16 2.4,9.5,9.6, 164.308(a)(1)(ii)(A)
of expired, obsolete devices, and | A.8.3.1, 9.7,9.8,9.9, 164.310(a)(2)(ii)
unwanted endpoints in a safe A.8.3.2, 11112 164.310(a)(2)(iii)
manner A.8.3.3, 164.310(a)(2)(iv)

A.11.2.5, 164.310(d)(1)
A11.2.7 164.310(d)(2)

Dispose Ensure the information stored on A.11.1.2, MA-2, MA-3, MA-5, MA- | 6.2 164.308(a)(3)(ii)(A) | DCS-04, DCS-
obsolete, expired, and unwanted A.11.2.4, 6 164.310(a)(2)(iv) 08, GRM-06,
endpoints storage/media are A.11.2.5, GRM-09, AAC-
appropriately sanitized A.11.2.6 03
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4. Capability Description T Application Security

Application Security capability is the processes use to prevent/detect/correct security weaknesses during the development, acquisition of applications and while using
existing applications. Thereby reducing the application vulnerabilities before they are deployed and reduce the likelihood of successful exploitation.

This chapter focuses on ‘Application Security’ capability defined under the ‘Prevention’ pillar of world cup cybersecurity capabilities.
Figure 20: Cybersecurity capabilities — Application Security
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Following figure depicts linkage of Application security with other cybersecurity capabilities defined in the framework




Figure 21: Application Security linkage with other capabilities
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Following are the pre-requisites which are required to be accomplished for application security:

» Development of application(s) has followed secure development lifecycle
»  Security requirements (functional, technical and assurance requirements) has been defined before the application development commences

* Applications connected to entity’s environment should use identity and access management technology, where applicable, for defined roles (refer Identity and
Access Management capability chapter)

* Underlying operating system and infrastructure are hardened (refer endpoint security and network security capability chapters)

» All changes in application including patching go through change management process (refer Change and patch management capability chapter)
* Appropriate backup plans are in place for taking backups of applications which includes the configuration and required data

* Recovery and continuity for identified critical applications have been defined and tested (refer Recovery and Continuity capability chapter)

* Appropriate application security audit logs have been enabled and collected on central logging server

* Collected logs have been monitored and analysed regularly

» Events are monitored & analysed to understand attack targets and methods including external vendors, partners and service provider activity

» Application code is appropriately classified as per data classification defined and stored (refer data protection capability chapter)

* SLAs have been defined with third-party vendors from service availability and support management perspective which includes provision of security patches and
updates

» Third-party vendors or application developers have provided reports for all application security testing they conducted during the secure development lifecycle of
the application. This report should also include the application security processes they followed, and tools used for conducting various tests

» Entity has software escrow agreement in place with third-party vendors or application developers where applicable and required
» Application acquired and/or developed complies with all legal requirements including license, copyrights, IPR etc.
e Security risks identified for the application during the risk assessment have been communicated and considered while defining application security

4.2 Application Security Service

Following table describes service established for Application Security capability. However, from preparation/planning viewpoint, following steps must be completed:

» Establish formal policies, procedures and guidelines
» Define program scope and identify target applications

» Establish governance and define roles & responsibilities (refer organization structure in Cybersecurity Governance chapter and compendium section of this
chapter)

» Define severity classification and acceptance standards

» Deploy/configure appropriate solutions to align with establish standards
» Deploy and train team members to support

» ldentify opportunities of automation where applicable

» Define services levels for remediation activity




» Define rules of engagement which will be followed
»  Continually improve policy, procedure and guidelines with changing risks and lessons learned

Table 16: Application Security Services

Service Name — Application Security

Description Application Security capability is the processes use to prevent/detect/correct security weaknesses during the development,
acquisition of applications and while using existing applications. Thereby reducing the application vulnerabilities before they are
deployed and reduce the likelihood of successful exploitation

Process Phases \ Activities/Controls

Identify 1 Software platforms and applications within the organization are inventoried

1 Identify in which of the following application lifecycle phases the application is:
- Development
- Implementation

Qualify Select appropriate application security method based on the phase the application is

Application lifecycle phase Application Security Method

1 Secure Coding
Development 1 Threat Modelling
1 Design Review

1 SAST
DAST
1 Application — level vulnerability shielding

Implementation

=

Test 1 Test the application with the selected application security method

Treat The development and testing environments are separate from the production environment
Determine and document remediation of issues

Schedule treatment activity based on defined service levels

Apply remediation steps, adhering to established procedure

Track all changes made to the application

=A =4 =4 =A =4




4.2.1Application lifecycle phases

Following are the broad application lifecycle phases which is applicable to all types of applications:

Development: In this phase, the application is designed, components are coded, application is built and tested

Implementation: In this phase, the application is tested for functionality, performance and security. It is further distributed in following sub-phases:
- User Acceptance Testing (UAT)

- Production

4.2.2Application Security Testing Methods

Following are the application security testing methods used during the application lifecycle as defined in section above

Secure Coding: It defines a practice using which most common software/application vulnerabilities can be mitigated (refer Secure Coding in Compendium
section)

Threat Modelling: It is a structured approach for analysing the security of an application and enables to identify, quantify and address the security risks
associated with an application (refer Threat in Compendium section)

Design Review: It is focused on assessment of application design and architecture for security-related issues. This allows to detect architecture-level issues
early in application development (refer Design Review in Compendium section)

SAST: It defines detecting and correcting vulnerabilities in individual components of an application at the source, at object code or at binary level (refer Error!
Reference source not found. in Compendium section)

DAST: It defines detecting vulnerabilities using penetration-testing techniques at the “black box” level during implementation and during operational use (refer
Error! Reference source not found. in Compendium section)

Application-level Vulnerability Shielding: Itis a practice of deploying and managing technologies to prevent the exploitation of vulnerabilities in operational
applications before patches or updates can be applied (refer Error! Reference source not found. in Compendium section)




4.3 Application Security Capability Model

Following figure illustrates an architecture model of processes established for Application Security capability at entity level:

Figure 22: Application Security Capability Model
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Above figure defines the Application Security capability model in layered approach:

Forward applicatioﬂD
security audit logs

for Security
Monitoring

1 The Business Services layer is about business processes, services, functions and events of business units. This layer offers services to external
stakeholders, which are realized by in the organization by business processes performed by business actors and roles.

1 The Applications Functions layer supports the business layer with application services which are realized by (software) application components.




1 The Infrastructure Functions layer offers infrastructural services (e.g. processing, storage and communication services) needed to run applications,
realized by computer and communication hardware and system software.

1 Conclusively, the infrastructure functions layer enables hardware to interact and exchange information using various protocols & medium. That information is
then processed by the application function layer to present the information in human readable format. The processed information is being used in various
business processes/services and shared to various stakeholders through business services layer. Various users defined in the organization structure work at
this layer having respective roles & responsibilities to perform.

4.4 Information Flow at various levels

Upon analysis and following confirmation that certain threats and risks are targeting the world cup specific services and associated applications, this should be shared
with the sector/national levels as world cup specific risks and threats via the security monitoring team and utilizing vehicles such as STIX/TAXIl as mentioned in the
security monitoring and operations capability. This will help in implementing unified mitigating/compensating control across the world cup ecosystem.

4.4.1Services expected at each level

Application Security service will be applicable to all the applications used for world cup irrespective of the level (i.e. Entity/Sector/National) it is being used.

Compendium T Application Security

4.5 Milestones

Following milestones have been defined for security monitoring and operations:

e All world cup applications go through applicable application security method defined
» ldentified application weaknesses communicated to sector and national level




4.6 Application Security Methods
4.6.1Secure Coding

Secure coding is a practice using which most common software/application vulnerabilities can be mitigated

Use the OWASP Secure Coding Practices Quick Reference Guide which is a technology agnostic set of general software security coding practices, in a comprehensive
checklist format, that can be integrated into the development lifecycle. This guide focuses on:

»  Secure coding requirements, rather than on vulnerabilities and exploits
» Technical controls specific to mitigate the occurrence of common software/application vulnerabilities

At minimum following Top 10 Secure Coding practices needs to be followed:

1. Validate input — Validate input from all untrusted data sources. Proper input validation can eliminate most software vulnerabilities. Be suspicious of most
external data sources, including command line arguments, network interfaces, environmental variables, and user-controlled files

2. Heed compiler warnings — Compile code using the highest warning level available for compiler used and eliminate warnings by modifying the code. Use static
and dynamic analysis tools to detect and eliminate additional security flaws

3. Architect and design for security policies — Create a software architecture and design the software/application to implement and enforce security policies.
For example, if application system requires different privileges at different times, consider dividing the system into distinct intercommunicating subsystems, each
with an appropriate privilege set

4. Keep it simple — Keep the design as simple and small as possible. Complex designs increase the likelihood that errors will be made in their implementation,
configuration, and use. Additionally, the effort required to achieve an appropriate level of assurance increases dramatically as security mechanisms become
more complex

5. Default deny — Base access decisions on permission rather than exclusion. This means that, by default, access is denied, and the protection scheme identifies
conditions under which access is permitted

6. Adhere to the principle of least privilege — Every process should execute with the least set of privileges necessary to complete the job. Any elevated
permission should be held for a minimum time. This approach reduces the opportunities an attacker must execute arbitrary code with elevated privileges

7. Sanitize data sent to other systems — Sanitize all data passed to complex subsystems such as command shells, relational databases, and commercial off-
the-shelf (COTS) components. Attackers may be able to invoke unused functionality in these components using SQL, command, or other injection attacks. This
is not necessarily an input validation problem because the complex subsystem being invoked does not understand the context in which the call is made.
Because the calling process understands the context, it is responsible for sanitizing the data before invoking the subsystem

8. Practice defence in depth — Manage risk with multiple defensive strategies, so that if one layer of defence turns out to be inadequate, another layer of
defence can prevent a security flaw from becoming an exploitable vulnerability and/or limit the consequences of a successful exploit. For example, combining
secure programming techniques with secure runtime environments should reduce the likelihood that vulnerabilities remaining in the code at deployment time can
be exploited in the operational environment




9. Use effective quality assurance techniqgues — Good quality assurance techniques can be effective in identifying and eliminating vulnerabilities. Fuzz testing,
penetration testing, and source code audits should all be incorporated as part of an effective quality assurance program. Independent security reviews can lead
to more secure systems. External reviewers bring an independent perspective; for example, in identifying and correcting invalid assumptions

10. Adopt a secure coding standard — Develop and/or apply a secure coding standard for target development language and platform

4.6.2Threat Modelling

Threat modelling is a structured approach for analysing the security of an application and enables to identify, quantify, and address the security risks associated with an
application

From details about threats and likely attacks against each application, the organization operates more effectively through better decisions about prioritization of initiatives
for security. Additionally, decisions for risk acceptance are more informed, therefore better aligned to the business.

The objective to conduct threat modelling is to investigate following:

1. The trust boundaries to and within the application

The actors that interact within and outside of the trust boundaries

Information flows within and to and from the trust boundaries

Information persistence within and out of trust boundaries

Threats to transgression of trust boundaries by actors and for information flow and persistence
Vulnerabilities at trust boundaries as accessed by actors and for information flow and persistence
Threat agents that can exploit the vulnerabilities

Impact of exploitation of vulnerability by a threat agent

9. Decision tree to treat the risk

©NOOGA®WD

4.6.3Design Review

The Design Review is focused on assessment of application design and architecture for security-related problems. This allows an organization to detect architecture-
level issues early in application development and thereby avoid potentially large costs from refactoring later due to security concerns.

Following table is the checklist that should be used for design review, it should be improved as per security requirement of the application.

Table 17: Application architecture and design considerations

Application Architecture and Design Considerations

Input Validation 1 All entry points and trust boundaries are identified by the design

Input validation is applied whenever input is received from outside the current trust boundary
The design assumes that user input is malicious

Centralized input validation is used where appropriate

The input validation strategy that the application adopted is modular and consistent
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Application Architecture and Design Considerations

=

The validation approach is to constrain, reject, and then sanitize input

(Looking for known, valid, and safe input is much easier than looking for known malicious or dangerous input)
Data is validated for type, length, format, and range

The design addresses potential canonicalization issues

Input file names and file paths are avoided where possible

The design addresses potential SQL injection issues

The design addresses potential cross-site scripting issues

The design does not rely on client-side validation

The design applies defence in depth to the input validation strategy by providing input validation across tiers
Output that contains input is encoded using HtmlEncode and UrltEncode

Authentication

Application trust boundaries are identified by the design

The design identifies the identities that are used to access resources across the trust boundaries

The design partitions the Web site into public and restricted areas using separate folders

The design identifies service account requirements

The design identifies secure storage of credentials that are accepted from users

The design identifies the mechanisms to protect the credentials over the wire (SSL, IPSec, encryption etc.)
Account management policies are taken into consideration by the design

The design ensure that minimum error information is returned in the event of authentication failure

The identity that is used to authenticate with the database is identified by the design

If SQL authentication is used, credentials are adequately secured over the wire (SSL or IPSec) and in storage (DPAPI)
The design adopts a policy of using least-privileged accounts

Password digests (with salt) are stored in the user store for verification

Strong passwords are used

Authentication tickets (cookies) are not transmitted over non-encrypted connections

Authorization

The role design offers enough separation of privileges (the design considers authorization granularity)

Multiple gatekeepers are used for defence in depth

The application's login is restricted in the database to access-specific stored procedures

The application's login does not have permissions to access tables directly

Access to system level resources is restricted

The design identifies code access security requirements. Privileged resources and privileged operations are identified
All identities that are used by the application are identified and the resources accessed by each identity are known

Configuration
Management
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Administration interfaces are secured (strong authentication and authorization is used)
Remote administration channels are secured




Application Architecture and Design Considerations

1 Configuration stores are secured

Configuration secrets are not held in plain text in configuration files

Administrator privileges are separated based on roles (for example, site content developer or system administrator)
Least-privileged process accounts and service accounts are used

Secrets are not stored unless necessary. (Alternate methods have been explored at design time)
Secrets are not stored in code

Database connections, passwords, keys, or other secrets are not stored in plain text

The design identifies the methodology to store secrets securely. (Appropriate algorithms and key sizes are used for encryption.
It is preferable that DPAPI is used to store configuration data to avoid key management)

Sensitive data is not logged in clear text by the application

The design identifies protection mechanisms for sensitive data that is sent over the network
Sensitive data is not stored in persistent cookies

Sensitive data is not transmitted with the GET protocol

SSL is used to protect authentication cookies

The contents of authentication cookies are encrypted

Session lifetime is limited

Session state is protected from unauthorized access

Session identifiers are not passed in query strings

Platform-level cryptography is used, and it has no custom implementations

The design identifies the correct cryptographic algorithm (and key size) for the application's data encryption requirements
The methodology to secure the encryption keys is identified

The design identifies the key recycle policy for the application

Encryption keys are secured

DPAPI is used where possible to avoid key management issues

Keys are periodically recycled

All input parameters are validated (including form fields, query strings, cookies, and HTTP headers)
Cookies with sensitive data are encrypted

Sensitive data is not passed in query strings or form fields

HTTP header information is not relied on to make security decisions

View state is protected using machine authentication code (MAC)

The design outlines a standardized approach to structured exception handling across the application
Application exception handling minimizes the information disclosure in case of an exception

The design identifies generic error messages that are returned to the client

Sensitive Data
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Application Architecture and Design Considerations
1 Application errors are logged to the error log
1 Private data (for example, passwords) is not logged

Auditing and 1 The design identifies the level of auditing and logging necessary for the application and identifies the key parameters to be
Logging logged and audited
1 The design considers how to flow caller identity across multiple tiers (at the operating system or application level) for auditing
1 The design identifies the storage, security, and analysis of the application log files
Database 1 Secure credentials should be created for database access, a limit should be set for the use of privileged accounts
Security 1 Implement a white list (allowed characters/input) and black list (disallowed characters/input) approach for input validation within

the database components

1 Strongly typed variables should be allowed in the DB components
1 The application should use the lowest possible level of privilege when accessing the database
1 Use stored procedures to abstract data access and allow for the removal of permissions to the base tables in the database
Deployment and 1 Deployment and Infrastructure Considerations
Infrastructure 1 The design identifies, understands, and accommodates the company security policy
Considerations 1 Restrictions imposed by infrastructure security (including available services, protocols, and firewall restrictions) are identified
1 The design recognizes and accommodates restrictions imposed by hosting environments (including application isolation
requirements)
1 The target environment code-access-security trust level is known
1 The design identifies the deployment infrastructure requirements and the deployment configuration of the application
1 Domain structures, remote application servers, and database servers are identified
1 The design identifies clustering requirements
1 The design identifies the application configuration maintenance points (such as what needs to be configured and what tools are
available for an IDC admin)
1 Secure communication features provided by the platform and the application are known

1 The design addresses Web farm considerations (including session state management, machine specific encryption keys,
Secure Sockets Layer (SSL), certificate deployment issues, and roaming profiles)

1 The design identifies the certificate authority (CA) to be used by the site to support SSL

1 The design addresses the required scalability and performance criteria

4.6.4Application Security Testing

Application security testing (AST) is the process of evaluating the security of a computer system or network by methodically verifying and validating the effectiveness of
application security controls.




» Verify means that the software product meets the stated requirements; this can be done by inspection as well as by automated tests

» Validate means that the product meets those requirements by exercising the product, including negative testing, to identify security vulnerabilities that may be
present but are not accounted for in the defined security requirements

Following are two major types of application security testing:

e Static Application Security Testing (SAST): Itis a set of technologies designed to analyse application source code, byte code and binaries for coding and
design conditions that are indicative of security vulnerabilities. SAST solutions analyse an application from the “inside out” in a non-running state.

* Dynamic application security testing (DAST): These technologies are designed to detect conditions indicative of a security vulnerability in an application in its
running state.

Table 18: SAST vs DAST

SAST DAST

Testing Method 1 SAST, also known as white box testing or 1 DAST, also known as black box testing or hacker viewpoint
developer viewpoint 1 Test application components or full applications when the
1 Perform code analysis, including source, binary internal working of the component or app is not required
and intermediate builds 1 Validates the application from an outside viewpoint
1 Verifies the application from an inside viewpoint 1 Exposes actual exploits and behaviour of applications
1 Exposes security flaws in code, rather than responding to those exploits
exploitable vulnerabilities 1 Popular with security auditors and penetration testers
Strengths 1 Finds vulnerabilities early in the development 1 Easily automated, efficient, flexible and scalable
phase, thereby allowing remediation earlier 1  Allows continuity of application security from UAT deployment to
1 Supports all software methods and architectures production
1 Finds runtime vulnerabilities
1 Integrates easily into organization security strategy; findings
map directly to risk and prioritization
1 Can quickly be deployed by the security team
Weaknesses 1 No evaluation of runtime vulnerabilities, as 1 Prone to false positives and negatives, especially for fully
application is not tested under production automated solutions
conditions, where insecure server configuration 1 May not catch all vulnerabilities
may introduce serious vulnerabilities { Oriented toward latter phases (Deploy and Maintain)
I No evaluation of how components interact 1 Effectiveness limited to web applications and web services




4.6.5Most Common Application Security Risks

While conducting the application security testing, the objective is to identify most significant application security risks and apply mitigating/compensatory controls to
avoid their exploitation. Following are the most prevalent application security lists which are followed during application security testing:

« OWASP Top 10
e CWE/SANS Top 25 most dangerous software errors

Above mentioned both lists are updated regularly based on application attack patterns, thus it is recommended to follow most recent one.

Following table describes OWASP TOP 10 application security risks
Table 19: OWASP Top 10 Application Security Risks

OWASP TOP 10 Application Security Risks

A1:2017-Injection Injection flaws, such as SQL, NoSQL, OS, and LDAP injection, occur when untrusted data is sent to an interpreter as part of a
command or query. The attacker’s hostile data can trick the interpreter into executing unintended commands or accessing data
without proper authorization

A2:2017-Broken Application functions related to authentication and session management are often implemented incorrectly, allowing attackers to
Authentication compromise passwords, keys, or session tokens, or to exploit other implementation flaws to assume other users’ identities
temporarily or permanently

A3:2017-Sensitive Data | Many web applications and APIs do not properly protect sensitive data, such as financial, healthcare, and PII. Attackers may
Exposure steal or modify such weakly protected data to conduct credit card fraud, identity theft, or other crimes. Sensitive data may be
compromised without extra protection, such as encryption at rest or in transit, and requires special precautions when exchanged
with the browser

A4:2017-XML External Many older or poorly configured XML processors evaluate external entity references within XML documents. External entities
Entities (XXE) can be used to disclose internal files using the file URI handler, internal file shares, internal port scanning, remote code
execution, and denial of service attacks




OWASP TOP 10 Application Security Risks

A5:2017-Broken Access | Restrictions on what authenticated users can do are often not properly enforced. Attackers can exploit these flaws to access

Control unauthorized functionality and/or data, such as access other users' accounts, view sensitive files, modify other users’ data,
change access rights, etc.

A6:2017-Security Security misconfiguration is the most commonly seen issue. This is commonly a result of insecure default configurations,

Misconfiguration incomplete or ad hoc configurations, open cloud storage, misconfigured HTTP headers, and verbose error messages containing

sensitive information. Not only must all operating systems, frameworks, libraries, and applications be securely configured, but
they must be patched and upgraded in a timely fashion

A7:2017-Cross-Site XSS flaws occur whenever an application includes untrusted data in a new web page without proper validation or escaping or
Scripting (XSS) updates an existing web page with user-supplied data using a browser API that can create HTML or JavaScript. XSS allows
attackers to execute scripts in the victim’s browser which can hijack user sessions, deface web sites, or redirect the user to
malicious sites

A8:2017- Insecure Insecure deserialization often leads to remote code execution. Even if deserialization flaws do not result in remote code
Deserialization execution, they can be used to perform attacks, including replay attacks, injection attacks, and privilege escalation attacks
A9:2017-Using Components, such as libraries, frameworks, and other software modules, run with the same privileges as the application. If a
Components with Known | vulnerable component is exploited, such an attack can facilitate serious data loss or server takeover. Applications and APIs
Vulnerabilities using components with known vulnerabilities may undermine application defences and enable various attacks and impacts
A10:2017-Insufficient Insufficient logging and monitoring, coupled with missing or ineffective integration with incident response, allows attackers to
Logging & Monitoring further attack systems, maintain persistence, pivot to more systems, and tamper, extract, or destroy data. Most breach studies

show time to detect a breach is over 200 days, typically detected by external parties rather than internal processes or monitoring

Following table describes CWE/SANS Top 25 most dangerous software errors:
Table 20: CWE/SANS Top 25 most dangerous software errors

CWE/SANS Top 25 most dangerous software errors

Insecure Interaction Between Components

These weaknesses are related to insecure ways in which data is sent and received between separate components, modules, programs, processes, threads,
or systems

CWE-89 Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’)

CWE-78 Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection’)

CWE-79 Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’)

CWE-434 Unrestricted Upload of File with Dangerous Type

CWE-352 Cross-Site Request Forgery (CSRF)

CWE-601 URL Redirection to Untrusted Site (‘'Open Redirect’)

Risky Resource Management




CWE/SANS Top 25 most dangerous software errors

The weaknesses in this category are related to ways in which software does not properly manage the creation, usage, transfer, or destruction of important
system resources.

CWE-120 Buffer Copy without Checking Size of Input ('Classic Buffer Overflow)
CWE-22 Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal’)
CWE-494 Download of Code Without Integrity Check

CWE-829 Inclusion of Functionality from Untrusted Control Sphere

CWE-676 Use of Potentially Dangerous Function

CWE-131 Incorrect Calculation of Buffer Size

CWE-134 Uncontrolled Format String

CWE-190 Integer Overflow or Wraparound

Porous Defence’s
The weaknesses in this category are related to defensive techniques that are often misused, abused, or just plain ignored

CWE-306 Missing Authentication for Critical Function

CWE-862 Missing Authorization

CWE-798 Use of Hard-coded Credentials

CWE-311 Missing Encryption of Sensitive Data

CWE-807 Reliance on Untrusted Inputs in a Security Decision
CWE-250 Execution with Unnecessary Privileges

CWE-863 Incorrect Authorization

CWE-732 Incorrect Permission Assignment for Critical Resource
CWE-327 Use of a Broken or Risky Cryptographic Algorithm
CWE-307 Improper Restriction of Excessive Authentication Attempts
CWE-759 Use of a One-Way Hash without a Salt

4.6.6Application-Level Vulnerability Shielding

It's a practice of deploying and managing technologies to prevent the exploitation of vulnerabilities in operational applications before patches or updates can be applied.

Following are the two most prevalent technologies which are used to shield application-level vulnerabilities:

*  Web Application Firewall (WAF)
* Run time self-protection (RASP)




4.6.6.1 Web Application Firewall (WAF)

Web Application Firewalls (WAFs) are designed to protect web applications. It's a shielding safeguard intended to defend applications accessed via the HTTP. They can
prevent attacks that network firewalls or IPS cannot. In general, WAF is placed in front of a web application, monitor application activity and alert on or block traffic that is
malicious or that does not comply with defined rules. The objective is to catch application level attacks, such as SQL injection and cross-site scripting, along with
attempts to manipulate web application behaviour.

This shielding technology does not require modification of the application source code. WAFs can reduce application security risk without fixing the underlying
technology, this feature is known as virtual patching. In cases where it might take a long time or it is infeasible to fix the application level vulnerability in code, a WAF is
useful in protecting against attacks targeting the vulnerability.

For example, when new web application vulnerabilities are found, virtual patching quickly remediates the risk without needing to change the application’s source code.
For production applications that will take time to fix, utilizing a web application firewall to deploy a virtual patch will require the least amount of effort for the desired
security posture. For a legacy or COTS application, it could be the only mitigating control available.

Virtual patching can help in reducing the exploit window but should not be used as the only solution. It should be noted that the actual patch should be implemented as
soon as it is available and tested.

WAF have several architectures and operating modes which vary in ease of deployment and resulting WAF functionality. However, in general it is deployed in reverse
proxy mode. In this mode, the WAF is placed inline, all incoming connections to the application are sent to the WAF, which makes a separate request to the web server.
Encrypted connections are terminated at Layer 7 (OSI Model) letting the WAF decrypt and analyse all the web traffic. This allows for a more feature rich WAF
deployment as it gives the WAF complete control over the traffic enabling it to rewrite content and inject security mechanisms per policy. Following figure shows reverse
proxy implementation of WAF.

Figure 23: WAF Deployment in reverse proxy mode
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4.6.6.2 Runtime application self-protection (RASP)

Runtime application self-protection (RASP) is a security technology that is built or linked into an application or application runtime environment and is capable of
controlling application execution and detecting and preventing real-time attacks.

RASP incorporates security into a running application wherever it resides on a server. It intercepts all calls from the application to a system, making sure they are
secure, and validates data requests directly inside the application. RASP can protect web and non-web applications. The technology does not affect the design of the
application because RASP's detection and protection features operate on the server where the application is running on.

When a security event occurs in application, RASP takes control of the application and addresses the problem. In diagnostic mode, RASP will alert that something is
detected. In protection mode, it will try to stop it by taking either of actions like terminating a user's session, stopping an application's execution, or alerting security
monitoring team.

Developers can implement RASP in following ways:

* Access the technology through function calls included in an application's source code. This approach is more precise because developers can make specific
decisions about what they want protected in the app, such as logins, database queries, and administrative functions

» Take a completed application and put it in a wrapper that allows the application to be secured with a single button push

Whichever method is used with RASP, the result is bundling a web application firewall with the application's runtime context

4.7 Skills required for Application Security

Following are the skills expected from personnel executing application security activities:

* Analyse and specify the security requirements for secure development at all phases of SDLC

* Provide Application security training to developers, architects, testers and administrators

» Perform risk assessment of Application Design to identify security bugs at the design stage of SDLC

» Ensure security and privacy requirements are met before the application development

* Provide security architecture and advice in support of application development, infrastructure, and technology projects.
» Define, document and implement the application security guidelines for development, testing and deployment

» ldentify architectural and other security risks associated with the solution, and compensating controls where necessary
* Knowledge of Secure Development of technologies and platform used in the application

» Perform Static and Dynamic Security testing of the application code

* Regular Application Security testing and consistently to make sure that appropriate security measures have been added.
* Remediation and tracking of the security issues identified within the application

» Ensure security tools and technologies are deployed in the current environment in line with architectural requirements.




» Perform security hardening of application environment, web server, application server, operating system and network components deployed
* Manages the system vulnerabilities by establishing and running the patch management process and conducting network scans
*  Monitoring anomalous behaviour in the application
» Suggested professional certifications which can help personnel to attain skills for the services defined under security monitoring and operations:
- SANS GIAC Certified Web Application Defender (GWEB)
- SANS GIAC Certified Secure Software Programmer-Java (GSSP-Java)
- SANS GIAC Certified Secure Software Programmer- .NET (GSSP-.NET)
- 1SC2 Certified Secure Software Lifecycle Professional (CSSLP)
- EC-COUNCIL Certified Secure Programmer (ECSP)

4.8 Mapping with Industry Standards

Following table provides mapping of activities defined in the capability with other local Qatari and prevalent industry information security standards

Table 21: Application security activities mapping industry information security standards — Part | of Il




Service Name: Application Securit

Controls Reference

— NIA (Qatar Controls Reference CEMIEIE CEMIEIE
) . Controls Reference | Reference
Process o National — NICS (National
Activities/Controls . . Reference | —ISA — ISA
Phases Information ICS Security
Assurance Polic Standard v3.0) —CsC 62443-2- 62443-3-
50) y : 1:2009 3:2013
Identify Software platforms and applications within the SS9 2 4234 SR 7.8
organization are inventoried
Identify Identify in which of the following application

lifecycle phases the application is:

o Development

o Implementation

Qualify Select appropriate application security method
based on the phase the application is

* Development: Secure Coding/Threat
Modelling /Design Review

* Implementation: SAST/DAST/Application —
level vulnerability Shielding

Test Test the application with the selected application | SS6 18
security method SS7

SS22
SS23
SS24
SS25
SS26
SS27
SS28
SS29
SS30
SS31
SS32




Service Name: Application Securit

Controls Reference

— NIA (Qatar Controls Reference CEMIEIE CEMIEIE
) . Controls Reference | Reference
Process o National — NICS (National
Activities/Controls . . Reference | —ISA — ISA
Phases Information ICS Security
Assurance Policy Standard v3.0) —CsC 62443-2- 62443-3-
: 1:2009 3:2013
y0)
. . SS4
The development and testing environments are
Treat . : SS5
separate from the production environment SS7
Treat Determine and document remediation of issues
Treat Schedule treatment activity based on defined
service levels
Apply remediation steps, adhering to established | SS5
Treat
procedure SS7
Treat Track all changes made to the application SS18

Table 22: Application security activities mapping industry information security standards — Part Il of Il




Service Name: Application Securit

Controls
Controls Controls Controls Reference —
Controls Controls
Process Activities/Controls Reference — | Reference — Reference Reference — Cloud_ Reference
Phases ISO/IEC NIST SP 800-53 | —PCI DSS HIPAA Security —_GDPR
27001:2013 Rev. 4 3.2 Alliance
(CCMv3.0.1)
Identify Software platforms and applications | A.13.2.1 AC-4 2.4 164.308(a)(1)(ii)(A)
within the organization are A.13.2.2 CA-3 164.308(a)(7)(ii) €
inventoried CA-9
PL-8

Identify Identify in which of the following
application lifecycle phases the
application is:

* Development

* Implementation

Qualify Select appropriate application
security method based on the phase
the application is

* Development: Secure
Coding/Threat Modelling/Design
Review

* Implementation:
SAST/DAST/Application - level
vulnerability Shielding

Test Test the application with the selected SA-11 6.2 AlIS-01
application security method SA-15 6.3 AIS-02
SA-17 6.5 AIS-03
6.6 AlS-04
6.7
Treat The development and testing 6.4 IVS-08

environments are separate from the
production environment

Treat Determine and document
remediation of issues




Service Name: Application Securit

Controls
Controls Controls Controls Reference —
Controls Controls
Process Activities/Controls Reference — | Reference — Reference Reference — Cloud_ Reference
Phases ISO/IEC NIST SP 800-53 | —PCI DSS HIPAA Security — GDPR
27001:2013 Rev. 4 3.2 Alliance
(CCMv3.0.1)
Treat Schedule treatment activity based on
defined service levels
Treat Apply remediation steps, adhering to
established procedure
Treat Track all changes made to the SA-10 6.4 CCcC-01
application CCC-02
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5. Capability Description T Network Security

A critical capability for protecting the Infrastructure and hardware used to interconnect devices and systems for communication internally and externally. This capability
will implement the processes, controls and technologies required to build an effective Network Security program that is aligned to the business and focused on
protecting all systems that matters most with respect to services provided in world cup.

This chapter focuses on ‘Network Security’ capability defined under the ‘Prevention’ pillar of world cup cybersecurity capabilities.

Figure 24: Cybersecurity capabilities — Network Security
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Following figure depicts linkage of Network security with other cybersecurity capabilities defined in the framework




Figure 25: Network Security linkage with other capabilities

1
_i. _‘_
—
4 X I i
v 1 ]
- — > >

+— Prevention
L B *y ¥r v +—» Detection
NetworkSecurity +—» Response

5.1 Prerequisites




Following are the pre-requisites, which are required to be accomplished for Network Security capability:

5.2

Security risks are identified for the network and infrastructure during the risk assessment, which has been communicated and considered while implementing
network security

Assets and network infrastructure to be protected have been identified (refer to other capability chapters cybersecurity governance, data protection, application
security, data privacy and cloud security)

Assets connected to the corporate network, managed and information security policies are applied

Appropriate logs and events have been enabled on identified assets for collection and analysis (refer to other capability chapters application security, data
protection and cloud security)

Information protection regulations and industry compliance requirements are identified
All changes on the network should be authorized through change and patch management (refer Change and Patch management capability chapter)

Various services under Network Security capability

From world cup perspective, following sections describes network security services that have been defined under this capability and respective activities that needs to
be conducted for each service. However, from preparation/planning viewpoint, following steps must be completed:

Establish formal policies, procedures and guidelines

Define program scope and identify target assets

Establish governance and define roles & responsibilities (refer organization structure in Cybersecurity Governance chapter and compendium section of this
chapter)

Define availability criteria and acceptance standards

Deploy/configure appropriate solutions to align with establish standards

Deploy and train team members to support

Identify opportunities of automation where applicable

Define services levels for remediation activity

Define rules of engagement which will be followed

Continually improve policy, procedure & guidelines with changing risks and lessons learned

5.2.1Network Configuration Management Service

Following table describes service established for Network Configuration Management:

Table 23: Network Configuration Management Service




Service Name: Network Configuration Management Service
Description Network Security Configuration Management is the process, in which the secure configuration baseline of network components is
formalized and subsequently verified against the actual state.

Process Phases \ Activities/Controls

Prepare 1 Network infrastructure devices within the organization are inventoried
1 Organizational communication and data flows within the system and between interconnected systems are mapped
Implement 1 A baseline configuration of information technology/industrial control systems is created and maintained incorporating security

principles (e.g. concept of least functionality)

Network integrity is protected (e.g. network segregation, network segmentation)

1 Configuration change control and patch processes are in place and followed through change and patch management (refer
change and patch management capability chapter)

1 Communications and control networks are protected

1 Mechanisms (e.g. failsafe, load balancing, hot swap) are implemented to achieve resilience requirements in normal and
adverse situations

Maintain 1 A baseline of network operations and expected data flows for users and systems is established and managed

1 Vulnerability scans are performed in collaboration with Security Monitoring and Operations (refer Security Monitoring and
Operations capability chapter)

=

Review 1 Management and dashboard reporting of identified Security Configuration
1 Deviations.
1 Event detection information is communicated to appropriate parties

- In case of Alert, Network Security Team will execute response actions
- In case of Incident/Breach, Incident Response Team will execute response actions

5.2.2Network Access Control Management Service

Following table describes service established for Network Access Control Management:

Table 24: Network Access Control Management Service

Service Name: Network Access Control Management Service
Description Network Access Control Management is the process to control — who (user) or what (devices) has authorized permission to access the
network.




Service Name: Network Access Control Management Service

Process Phases Activities/Controls

Prepare 1 Physical devices and systems within the organization are inventoried

1 Organizational communication and data flows within the system and between interconnected systems are mapped

1 Cybersecurity roles and responsibilities for the entire workforce and third-party stakeholders (e.g., suppliers, customers, partners)

are established

Physical and network access to assets is managed and protected

Remote access of users and devices are managed

Network integrity is protected (e.g., network segregation, network segmentation)

Data-at-rest is protected (refer Data Protection capability chapter)

Data-in-transit is protected (refer Data Protection capability chapter)

Remote maintenance of organizational assets is approved, logged, and performed in a manner that prevents unauthorized access

Users, devices, and other assets are authenticated (e.g., single-factor, multi-factor) commensurate with the risk of the transaction

(e.g., individuals’ security and privacy risks and other organizational risks)

Access permissions and authorizations are managed, incorporating the principles of least privilege and separation of duties

1 Mechanisms (e.g. failsafe, load balancing, hot swap) are implemented to achieve resilience requirements in normal and adverse
situations

Maintain 1 A baseline of network operations and expected data flows for users and systems is established and managed

1 Vulnerability scans are performed in collaboration with team responsible for Security Monitoring and Operations (refer Security
Monitoring and Operations capability chapter)

Review 1 Management and dashboard reporting of identified Network Access Control deviations.

1 Event detection information is communicated to appropriate parties
- In case of Alert, Network Security Team will execute response actions
- In case of Incident/Breach, Incident Response Team will execute response actions

Provision
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5.2.3Network Monitoring Management Service

The Network Monitoring Management is to maintain infrastructure availability and performance as defined and manage alerts/incidents in a way that reduces downtime.
It focuses to handle issues such as:

» DDoS Attacks, power outages, network failures;

* Remote hands support, the configuration of hardware (such as firewalls and routers) routing black-holes;

» Port management (Opening and closing ports on the firewall to allow the network to communicate with outside servers);
» Communications with network users when a major incident occurs, impacting network services; and

» First level triage of network change requests; once validated, then forward to appropriate stakeholders.




Following table describes service established for Network Monitoring Management service:

Table 25: Network Monitoring Management Service

Service Name: Network Monitoring Management Service
Description Network Monitoring Management, part of Network Operations Centre (NOC), is a process to handle incidents and alerts that affect
performance and availability of the network.

Process Phases \ Activities/Controls

Identify 1 Physical devices and systems within the organization are inventoried

Organizational communication and data flows within the system and between interconnected systems are mapped
External network systems are catalogued

Adequate capacity to ensure availability is maintained

Detected events are analysed to understand attack targets and methods

Event data are collected and correlated from multiple sources and sensors

Maintenance and repair of organizational assets are performed and logged, with approved and controlled tools
Remote maintenance of organizational assets is approved, logged, and performed in a manner that prevents unauthorized
access

Network Vulnerability scans are performed in collaboration with team responsible for Security Monitoring and Operations
(refer Security Monitoring and Operations capability chapter)

Network Monitoring processes are tested

Network Audit/log records are determined, documented, implemented, and reviewed

Notifications from detection systems are investigated

Coordination with internal and external stakeholders occurs consistent with response/escalation plans

Event detection information is communicated to appropriate parties

- In case of Alert, Network Security Team will execute response actions

- In case of Incident/Breach, Incident Response Team will execute response actions

Recover In collaboration with Teams responsible for Security Monitoring and Operation and Incident Handling and Response

1 Recovery plan is executed during or after a cybersecurity incident

1 Incidents are contained

1 Incidents are mitigated

1 Newly identified vulnerabilities are mitigated or documented

Detect
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Response
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5.3 Network Security Capability Model

Following figure illustrates an architecture model of various functions established for Network Security:
Figure 26: Network Security Capability Model
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Above figure defines the Network Security capability model in layered approach:

1 The Business Services layer is about business processes, services, functions and events of business units. This layer offers services to external stakeholders,
which are realized by in the organization by business processes performed by business actors and roles.

1 The Applications Functions layer supports the business layer with application services which are realized by (software) application components.




1 The Infrastructure functions layer offers infrastructural services (e.g. processing, storage and communication services) needed to run applications, realized by
computer and communication hardware and system software.

1 Conclusively, the infrastructure functions layer enables hardware to interact and exchange information using various protocols & medium. That information is
then processed by the application function layer to present the information in human readable format. The processed information is being used in various
business processes/services and shared to various stakeholders through business services layer. Various users defined in the organization structure work at
this layer having respective roles & responsibilities to perform.

5.4 Information Flow at various levels

Upon analysis and following confirmation that certain threats and risks are targeting the world cup specific services and associated network or network appliances, this
should be shared with the sector/national levels as world cup specific risks and threats via the security monitoring team and utilizing vehicles such as STIX/TAXII as
mentioned in the security monitoring capability. This will help in implementing unified mitigating/compensating control across the world cup ecosystem. Services
expected at each level.

5.4.1Services expected at each level

Network Security service will be applicable to all the networks used for world cup irrespective of the level (i.e. Entity/Sector/National) it is being used.

Compendium T Network Security

5.5 Ciriteria to categorise Event in Alert/Incident/Breach

Following are some the important definitions that needs to be considered while defining the categorization criteria:

1 Event: An action marked, logged to a point in time that may require additional assessment
1 Alert: a notification that change is observed to the normal behaviour of a system/environment/process/ workflow




1 Incident: an adverse event that compromises Confidentiality, Integrity or Availability of an information asset, and has been verified as a potential threat.
1 Breach: an incident that results in the confirmed disclosure (not just potential exposure) of data to an unauthorized party.

Following figure defines the criteria that needs to be followed for categorization among alert/event/incident/breach.
Figure 27: Criteria to categorize Event and Incident

5.6 Skills required

» Solid Knowledge of the IT Network Security domains and corresponding solutions
» Capable of evaluating the cyber risks related to networks to the IT /OT environment

* Knowledge of the TCP/IP stack, OSI model, Network hierarchy models, security zones, VLANS, Network access controls, Intranet/Extranet Edge gateway,
remote access, QoS, firewalls, configuring rules, routing & switching, ACLSs, scripting etc.

» Knowledge of SIEM, security events logging and monitoring technologies
* Awareness of Network monitoring technology platforms
» Solid understanding of applicable best practices and security standards such as NIST 800-53, SABSA, Qatar’s National ICS security standard, etc.






































































































































































































































































































































































































































































































































































































































































































































































































































































































































































